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If you are acquiring Mission Critical or Mission Essential IT systems,

the Clinger-Cohen Act (CCA) will impact your program execution.

The impact of not complying with the CCA…

· PM cannot  award contracts

· MDA cannot render Milestone decisions
This guide was prepared to assist SPAWAR PMs by providing the latest CCA

requirements, guidance and time-saving techniques for achieving compliance…

with minimal program impacts.

15 May 2002

Version 1.0

Clinger-Cohen Act (CCA)

SPAWAR PM Survival Guide

A Message from the SPAWAR CIO

In 1996, Congress enacted the Information Technology Management Reform Act (ITMRA).  ITMRA and the Federal Acquisition Reform Act (FARA) together became the Clinger-Cohen Act (CCA).  Discussion of proper CCA interpretation, applicability, and implementation within the DoD, Navy, and SPAWAR continue today.

This guide was prepared to assist SPAWAR PMs by:

· Establishing an internal process with clearly defined process steps, and
· Providing the latest CCA requirements, guidance and time-saving techniques for achieving CCA compliance with minimal program impacts.

The process and procedures in this guide will evolve based on the feedback of the SPAWAR acquisition professionals using them.  Please e-mail any comments or suggestions to Mr. Scott Saunders (SPAWAR 08C), saundert@spawar.navy.mil.

Sarah K. Lamade

SPAWAR CIO
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Introduction

Clinger-Cohen Act (CCA) Overview.  To accelerate CCA implementation and to thrust themselves into an active oversight role, Congress injected some rigorous direction in the FY 2001 National Defense Authorization Act (Sec. 811) and DoD Appropriations Act (Sec. 8102).    Section 811 required that DoD 5000.1 be revised within 60 days after the date of enactment of that Act.  DoD responded with the release of Change 1 to DoDI 5000.2 on 4 January 2001.  A joint memorandum dated 8 March 2002 (signed by USD(AT&L) and ASD(C3I)) provided clarification of the process required to be followed to obtain both a CCA compliance “confirmation” and a CCA  compliance “certification”.  As stated in the 8 March 2002 memorandum, “The purpose of this policy memorandum is to clarify and simplify the requirements for judging compliance with the law.”  This guide incorporates the policy/guidance provided therein.

To ensure that CCA compliance requirements do not impact program schedules, it is extremely important that program planning include adequate time to obtain CCA compliance/certification.  Why?  Milestone Approvals cannot occur nor can contract awards be made without confirmation/certification of CCA compliance.
How to use this online guide.  This guide may be used in printed form, however, users are strongly encouraged to use the online version to take advantage of the many hyperlinks that will assist you in navigating through the CCA compliance process and associated guidance provided herein.  

All of the process steps in the included CCA process flowchart have active hyperlinks and “screen tips” (screen tips can be seen when the pointer is moved across an active link).  Use the “back-arrow” to return to the prior page.

This guide will be updated as required.













































SPAWAR CCA Compliance Process Flowchart

Discussion of Process Steps
1.  Is Your System IT?  The Clinger-Cohen Act only applies to the acquisition and management of Information Technology (IT).  Most SPAWAR acquisition programs are for systems that meet the definition of IT provided by the Clinger-Cohen Act.  Whether a system also meets the definition of National Security System (NSS) , or the definition of a weapons system, does not affect the applicability of the Clinger-Cohen Act.

2.  Stop.  If your system does not meet the definition of IT, the Clinger-Cohen Act does not apply and the non-IT policies and procedures of DoDI 5000.2 apply.

3.  Is Your System Mission Critical (MC) or Mission Essential (ME) Information Technology (IT)?  All SPAWAR IT must be compliant with the CCA.  All MC or ME IT systems must be registered with the DoN CIO in the DoN CIO IT Registration Database, and prior to milestone decision or contract award, obtain a determination that the IA Strategy is appropriate, and demonstrate CCA compliance through confirmation or certification.

The Secretary of the Navy, in a 28 March 2001 memo, authorized system owners, program managers (PMs), and major claimants to make mission critical and mission essential information system designations.

Failure to designate a system as MC or ME, when in fact that system satisfies the MC or ME definition, will result in failure to properly register the system in the DoN CIO IT Registration Database, which in turn could result in an Anti-Deficiency Act violation.  

It is important that SPAWAR PMs designate Mission Critical or Mission Essential systems in a consistent manner.   For assistance in properly designating a particular system, or changing a designation, please contact Scott Saunders (SPAWAR 08C) or Ginny Szabad (SPAWAR 08C1).

4.  System Must be CCA Compliant.  IT systems that do not meet the definition of MC or ME must be compliant with the CCA, but they do not require registration, IA Strategy, or CCA confirmation or certification.  To assist managers of corporate IT with CCA compliance (not confirmation or certification), SPAWAR 08 is developing a standard process for review and approval of corporate IT that includes selection methods, portfolio management, information assurance, and other policy considerations.  Until this process is established, please contact Scott Saunders (SPAWAR 08C) or Ginny Szabad (SPAWAR 08C1) for assistance.

5.  Register or Update the DoN CIO IT Database Record for all MC or ME IT Systems.  DoD 5000.2-R, para. C6.8 states “All mission critical and mission essential information systems shall be registered with the DoD CIO in accordance with procedures in Appendix 7 before Milestone B approval or program initiation, whichever is earlier. The information required to be submitted as part of this registration shall be updated not less than quarterly.”

The DoN CIO IT Registration Database was created from the Navy Y2K Database.  Most, if not all, SPAWAR systems and subsystems were registered in the Y2K Database.  However, to comply with current DoD and Navy policy, only main IT systems (not subsystems) that are MC or ME should be registered.  Separate ACAT programs or AAPs should have separate DoN CIO IT Registration Database entries.  See FAQ #6 for definitions of program and system.  Contact Scott Saunders (SPAWAR 08C) or Ginny Szabad (SPAWAR 08C1) for access to the DoN IT Registration database.
6.  Upcoming Milestone or Contract Award?  SPAWAR is prohibited from awarding contracts for the acquisition of a MC or ME IT system until:

· the system is registered with the DoN CIO

· the appropriate CIO determines the Information Assurance (IA) strategy is appropriate

· and the appropriate CIO confirms or certifies (depending on ACAT) CCA compliance
Furthermore, an MDA shall not approve program initiation or entry into any phase that requires milestone approval for any MC or ME IT acquisition program until the appropriate CIO confirms or certifies CCA compliance.
Therefore, SPAWAR programs shall register MC and ME IT systems in the DoN CIO IT Registration Database, and prior to milestone decision or contract award, obtain a determination that the IA Strategy is appropriate, and obtain CCA compliance confirmation or certification.
The appropriate CIO is the SPAWAR CIO, DoN CIO, or DoD CIO, depending on ACAT or Special Interest.  The requirement for either confirmation or certification is also determined by ACAT or Special Interest.  These determinations are addressed in the next sections.

7.  System Must Be CCA Compliant.  MC or ME IT systems that do not have a future milestone or contract award shall be CCA compliant and registered in the DoN CIO IT Registration Database, but these systems do not require CCA confirmation, certification, or a determination that the IA Strategy is appropriate.

8.  Complete or Update IA Strategy:  An IA Strategy is required for all programs and is the responsibility of the Program Manager.  For MAIS (ACAT IAC and IAM) and OSD Special Interest programs, the IA Strategy must be determined to be appropriate by the DoD CIO.  For ACAT ID, IC, and II programs, the IA Strategy must be determined to be appropriate by the DoN CIO.  For ACAT III, IV programs and AAPs, the IA Strategy must be determined to be appropriate by the SPAWAR CIO.

Please contact Mark Hakun (SPAWAR 08B) for additional guidance in preparing the IA Strategy.

9.  Complete or Update CCA Compliance Table.  The 8 March 2002 joint memorandum signed by USD(AT&L) and ASD(C3I) clarified and simplified the process for ensuring statutory and regulatory compliance.  A “CCA Compliance Table” was developed to illustrate the DoD 5000 series documents that may typically be used to address individual CCA requirements.

The SPAWAR Clinger-Cohen Act (CCA) Compliance Table was created using the table included in the 8 March 2002 joint memorandum as a guide.  The “Applicable Program Documentation” column in that table illustrates the program-level documents that may typically be used to address individual CCA requirements.  The following are examples of documents that may be cited (not inclusive) [Ref:  DoD 5000.2-R Para. 4.7.3.2.3.2 et.seq.]:

	
	CCA Requirement
	Applicable Program Documentation

	1
	Make a determination that the acquisition supports core, primary functions of the Department
	MNS Approval

	2
	Establish outcome-based performance measures linked to strategic goals
	MNS, ORD and APB approval

	3
	Redesign the processes that the system supports to reduce costs, improve effectiveness and maximize the use of COTS technology
	Approval of the MNS, Concept of Operations, AoA and ORD

	4
	No Private Sector or government source can better support the function
	Acquisition Strategy page XX

AoA page XX

	5
	An analysis of alternatives has been conducted
	AoA



	6
	An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted
	Program LCCE

	7
	There are clearly established measures and accountability for program reviews
	Acquisition Strategy page XX

APB

	8
	The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards
	APB (Interoperability KPP)

C4ISP (IERS)

	9
	The program has an information assurance strategy that is consistent with DoD policies, standards and architectures, to include relevant standards
	Information Assurance Strategy

	10
	To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers measurable benefit, independent of future blocks
	Acquisition Strategy page XX

	11
	The system being acquired is registered
	Registration Database


Footnotes 4 and 5 on the SPAWAR form (page 12) emphasize the importance of program planning which includes adequate time to obtain CCA compliance in that Milestone Approvals cannot occur nor can contract awards be made without confirmation/certification of CCA compliance (as stated below by DoDI 5000.2 Change 1, paragraphs 4.7.3.2.3.2.1 and 4.7.3.1.5, respectively):

· Milestone Approvals-  “The MDA shall not approve program initiation or entry into any phase that requires milestone approval (to include full-rate production) for an acquisition program (at any level) for a mission-critical or mission-essential IT system until the Component CIO confirms that the system is being developed in accordance with the Clinger-Cohen Act (CCA).”  

· Contract Awards-  “DoD Components shall not award a contract for the acquisition of a mission-critical or mission essential IT system, at any level, until (1) the Component registers the system with the DoD Chief Information Officer (CIO), (2) the DoD CIO determines the system has an appropriate information assurance strategy, and (3) the Component CIO confirms that the system is being developed in accordance with the Clinger-Cohen Act (CCA) (reference (m)) by complying with subparagraph 4.7.3.2.3.2 below.  The DoD CIO will review the Component CIO’s determination of CCA compliance for sufficiency before contract award, for MDAPs and MAIS programs.  For mission-critical or mission essential IT systems being acquired under MDAPs and MAIS programs, the information assurance strategy shall be submitted to the DoD CIO for review.  For contracts for other than MDAP or MAIS programs, the DoD CIO’s determination that the information assurance strategy is appropriate will generally be based on the certification of the Component CIO.  However, even if a certification has been provided, the DoD CIO may conduct a more detailed review of such information assurance strategies.” 
10.  Complete or Update CCA Certification Report:  A CCA Certification Report is used to support the DoD CIO certification of CCA compliance for MAIS (ACAT IAC and IAM) and Special Interest programs.  The DoN CIO CCA compliance web-site at http://www.don-imit.navy.mil/cca provides an online tool to assist the PM in preparing the CCA Certification Report.  

11.  Complete or Update CCA Compliance Brief:  A CCA compliance brief is used to support the SPAWAR CIO confirmation of CCA compliance for ACAT ID, IC, II, III, IV programs and AAPs.  For ACAT III and IV programs and AAPs, the brief is not forwarded to DoN CIO, but may be used to support inquiry or audit.

For ACAT ID, IC, and II systems, the PM may choose to forward the CCA confirmation brief to DoN CIO to support the CCA compliance confirmation, although DoN CIO currently requires only the CCA Table be provided.

The attached template, below, is provided to assist PMs in preparing the CCA Brief.  The brief includes limited program background information and highlights of the information referenced in the CCA Table. 
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IA Strategy Routing.  The IA Strategy is routed for review and determination of appropriateness according to program ACAT.

· 13-14.  ACAT III, IV, or AAP.  The PM routes the IA Strategy through the PD, PMW161 and 08B for concurrence before submitting to the SPAWAR CIO for determination of appropriateness.  It is recommended that the PM ensure the SPAWAR CIO determination of appropriateness of the IA Strategy is provided to the MDA.
· 17-19.  ACAT IC, ID or II.  The PM routes the IA Strategy through the PD, PMW161, 08B and SPAWAR CIO for concurrence.  The SPAWAR CIO then forwards the CCA Table to DoN CIO and DASN(C4I) for confirmation.  The PM may choose to have the SPAWAR CIO forward the CCA Brief in addition to the CCA Brief.  It is recommended that the PM ensure the DoN CIO determination of appropriateness of the IA Strategy is provided to the MDA.
· 23-26.  ACAT IAM or IAC or Special Interest.  The PM routes the IA Strategy through the PD, PMW161, 08B and SPAWAR CIO for concurrence.  The SPAWAR CIO forwards the IA Strategy to DoN CIO and DASN(C4I) for concurrence.  The DoN CIO then forwards the IA Strategy to the DoD CIO, who determines whether it is appropriate.  It is recommended that the PM ensure the DoD determination of appropriateness of the IA Strategy is provided to the MDA.
CCA Documentation Routing.  CCA compliance documentation is routed for review, confirmation, or certification according to program ACAT (see graphic on following page):

· 15-16.  ACAT III, IV, or AAP.  The PM routes the CCA Table and Compliance Brief through the PD for concurrence before submitting to the SPAWAR CIO for review and confirmation.  The SPAWAR CIO then provides a copy of the CCA Table to DoN CIO.  It is recommended that the PM ensure the SPAWAR CIO confirmation of CCA compliance is provided to the MDA.
· 20-22.  ACAT IC, ID or II.  The PM routes the CCA Table and Compliance Brief through the PD and SPAWAR CIO for concurrence.  The SPAWAR CIO then forwards the CCA Table to DoN CIO and DASN(C4I) for confirmation.  The PM may choose to have the SPAWAR CIO forward the CCA Brief in addition to the CCA Brief.  The DoN CIO and DASN(C4I) notify the DoD CIO of CCA confirmations.  It is recommended that the PM ensure the DoN CIO confirmation of CCA compliance is provided to the MDA.
· 27-30.  ACAT IAM or IAC or Special Interest:  The PM routes the CCA Certification Report through the PD and SPAWAR CIO for concurrence.  The SPAWAR CIO then forwards the CCA Certification Report to DoN CIO and DASN(C4I) for concurrence.  The DoN CIO then forwards the CCA Certification Report to the DoD CIO for certification of CCA compliance.  The DoD CIO notifies Congress of CCA certifications.  It is recommended that the PM ensure the DoD certification of CCA compliance is provided to the MDA.
CCA Documentation Routing

	ACAT
	SPAWAR CIO Confirmation
	SPAWAR CIO Concurrence
	DoN CIO and DASN(C4I)

Confirmation
	DoN CIO and DASN(C4I) Concurrence
	DoD CIO Certification

	III, IV or AAP


	*Sign & Date;

Provide copy of CCA Table to DoN CIO


	
	
	
	

	IC, ID or II


	
	*Sign & Date


	*Sign & Date;

Notify DoD CIO
	
	

	IAM, IAC or Special Interest
	
	*Sign & Date
	
	*Sign & Date
	*Sign & Date


*The confirmation/concurrence/certification date will be recorded in the 00A-A acquisition programs database.

Contract award is authorized and/or MDA authorized to render Milestone decisions.  After having accomplished several key objectives for the MC or ME IT program, i.e., (1) registration, (2) IA Strategy determination of appropriateness and (3) confirmation/ certification of CCA compliance, two key events may now occur:

· The PM is now able to pursue contract awards, and

· The MDA is now able to render Milestone decisions.

	
Clinger-Cohen Act (CCA) Compliance Table

Program Name: ________________________________________________________  ACAT ____________

CCA Confirmation/Certification for:  [  ]  4Milestone ______  [  ]  5Contract award(s) (list PR#s): _____________

________________________________________________________________________________________

________________________________________________________________________________________

Program Manager: ____________________     
 
__________________________  __________







           

(Signature)

       Date

SPAWAR CIO CCA Confirmation: 

 
__________________________  __________

     (Certification concurrence for ACAT IA)

                          (Signature)

       Date

DoN CIO CCA Confirmation (N/A for ACAT III and IV):  
__________________________  __________

     (Certification concurrence for ACAT IA)

           

(Signature)

       Date

	Requirements Related to the Clinger-

Cohen Act (CCA) of 1996 

(paragraph 4.7.3.2.3.2 DoDI 5000.2)
	Applicable Program Documentation3

	1.  1Make a determination that the acquisition supports core, primary functions of the Department
	

	2.  1Establish outcome-based performance measures linked to strategic goals
	


	3.  1Redesign the processes that the system supports to reduce costs, improve effectiveness and maximize the use of COTS technology
	

	4.  2No Private Sector or government source can better support the function
	


	5.  2An analysis of alternatives has been conducted
	

	6.  2An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted
	

	7.  There are clearly established measures and accountability for program reviews
	


	8.  The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards
	

	9.  The program has an information assurance strategy that is consistent with DoD policies, standards and architectures, to include relevant standards
	

	10. To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers measurable benefit, independent of future blocks
	

	11. The system being acquired is registered
	Enter DoN IT Registration database # :




1These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.

2For NSS, these requirements apply to the extent practicable (40 U.S.C. 1451).

3Cite the page and paragraph in the program documentation where the requirement is satisfied.  Click on any cell in this column for examples.

4Milestone Approvals-The MDA shall not approve program initiation or entry into any phase that requires milestone approval until the appropriate CIO confirms (through use of this Compliance Table) that the system is being developed in accordance with the CCA.

 5Contract Awards- DoD Components shall not award a contract for the acquisition of a mission-critical or mission essential IT system, at any level, until the system is registered with the DoD CIO and the appropriate CIO confirms (through use of this Compliance Table) that the system is being developed in accordance with the CCA.  

Frequently Asked Questions (FAQs)

1.  Q - What is the difference between certification and confirmation of Clinger-Cohen Act (CCA) compliance?

     A - Major Automated Information System (MAIS) programs (ACAT IAM or IAC) require a certification of compliance with the CCA by the Department of Defense (DoD) Chief Information Officer (CIO).  ACAT ID, IC, II, III and IV programs (all non-MAIS ACAT programs) that contain Mission Critical (MC) or Mission Essential (ME) Information Technology (IT) systems require a confirmation of compliance with the CCA.

2.  Q - What is the difference between Mission Critical and Mission Essential?

     A – DoDI 5000.2 Change 1 provides definitions for MC and ME information systems, and those definitions are reproduced in the Definitions section of this guide.

3.  Q - How do I meet the requirement to provide an Information Assurance Strategy?

     A - Two areas must be addressed.  The policies, standards, and architectures content can be satisfied through the Command, Control, Communications, Computers and Intelligence Support Plan (C4ISP), and/or the ORD.  The certification and accreditation content can be met through the DoD Information Technology Security Certification and Accreditation Process (DITSCAP), C4ISP, and/or the TEMP.  Contact Mr. Mark Hakun (08B) for additional guidance.

4.  Q - From a Program Manager’s perspective, what’s the difference in what I have to do for a program if designated a MAIS rather than a MDAP?
A - Here are the differences:

MAIS programs shall use either the table for submission or submit a report in accordance with the ASD(C3I) Memo, “DoD IT Systems Certification Requirement”, of 13 Jul 00.  Some of the DoD CIO analysts are still requiring the Compliance Report described in the memo.  Individual MAIS program managers should determine which format to use by contacting the appropriate OSD analyst via their DASN(C4I) or DoN CIO point of contact. 

MAIS – DASN(C4I) and DoN CIO reviews the CCA compliance certification submission/report and, if the necessary information is present, signs a cover memo for submission to the DoD CIO for certification of CCA compliance.  A copy will also be submitted to the MDA.  The DoD CIO is responsible for certifying to the congressional defense committees that the MAIS is being developed in accordance with the CCA.

MDAP – DASN(C4I) and DoN CIO reviews the CCA compliance confirmation submission and, if the necessary information is present, approves it and provides a copy to the DoD CIO and the MDA.  This approval constitutes CCA compliance confirmation.

5.  Q - Since my program is post-Milestone III, I don’t have any Clinger-Cohen Act “wickets” to go through, do I?
A - If there are any post-Milestone III contracts to be awarded, the PM must have either confirmation or certification (depending upon ACAT designation) of CCA compliance, the system must be registered, and the system must have an appropriate information assurance strategy, 

6.  Q - What is the difference between an “IT system” and an “IT program”?
A -  Here are the definitions:

IT System – A discrete set of information resources organized for the collections, processing, maintenance, use, sharing, dissemination, or disposition of information.  Source:  Title 44, US Code, Section 3502.  Actually, this is the definition of an information system, but DoDI 5000.2 states that an IT system has the same meaning as information system.

IT Program – Fulfills definition of “program” but does not apply to a host platform (e.g., ship, aircraft, missile, weapon), combat system, subsystem(s), component(s), equipment(s), hardware, firmware, software, or item(s) that may not collectively or individually be a weapon system acquisition program.

7.  Q – Is my AoA required to be updated prior to my program going through the CCA confirmation/certification and Information Assurance (IA) Strategy process?

A - The answer depends upon whether the AoA was general enough to cover changes to the program occurring after the AoA was issued.  If the AoA was general enough, the answer is “No”.  If, however, the AoA identified, e.g. software ABC V.1.0 and the contemplated contract and/or Milestone decision brief intends to procure XYZ software V.5.0, then the PM should consider revising the AoA.

8.  Q – If I am exercising an option under an existing contract, or issuing a delivery/task order under an existing contract, am I required to go through the CCA confirmation/certification process prior to initiating either contract action?

A – No.
9.  Q - If I am increasing the scope of an existing contract to such an extent that a J&A must be executed prior to that contract being modified for those increased requirements, am I required to go through the CCA confirmation process prior to the modification being executed?

A – Under the Competition In Contracting Act, there is no difference between modifying an existing contract to add requirements outside scope of that contract and awarding a contract for those new requirements.  Therefore, the answer is “Yes”.
10.  Q - Does the Clinger-Cohen Act apply to all IT?  

 A - YES.  This is easier if you remember the three 'C's of Clinger-Cohen.  All IT must be Clinger-Cohen Act compliant; Mission Critical and Mission Essential IT systems must be confirmed; and all MAIS (ACAT IAM and ACAT IAC) programs must be certified.
11. Q - Does the Clinger-Cohen Act apply to National Security Systems (NSS)?  

A - YES.  NSS designations do not exempt IT systems from CCA compliance.
12. Q - What is meant by the phrase, "Command and Control Systems that are not in themselves IT systems"?  (reference 8 March 02 memorandum)
 A- Examples of Command and Control systems that are not IT systems could be a CVN or an FA-18.  Programs such as GCCS-M are Command and Control IT systems.
13. Q – Do Abbreviated Acquisition Programs need CCA Compliance Confirmation?

     A – Yes, DoDI 5000.2, Change 1, Para. 4.7.3.2.3.2.1 says that CCA confirmation applies for an acquisition program AT ANY LEVEL.  CCA compliance confirmation authority is the SPAWAR CIO.

14. Q – The program sponsor is sending funding to another command to put on an existing contract to support my program.  Is my program manager responsible for CCA compliance?

A - With respect to contract awards, the answer is no.  For example, if the program sponsor would forward funding directly to NAVSEA for items to be procured under the AN/UYQ-70(V) contract, NAVSEA has the responsibility for demonstrating CCA compliance because NAVSEA awarded that contract.  If, however, a SPAWAR program manager needs to obtain Milestone approval and items procured by another command ("servicing command") relating to that program manager's milestone approval request, the program manager should reference the servicing command's CCA compliance documentation in the CCA Compliance Table provided to the MDA.

Definitions
Acquisition Program.  A directed, funded effort designed to provide a new, improved, or continuing materiel, weapon, or information system or service capability in response to a validated operational or business need.  Acquisition programs are divided into different categories that are established to facilitate decentralized decision-making, execution, and compliance with statutory requirements.  Technology projects are not acquisition programs. 

Information Assurance (IA) Strategy.  The IA Strategy is the blueprint for protecting information technology (IT) resources.  All federal IT systems have some level of sensitivity and require protection.  The IA Strategy documents the plan for achieving adequate, cost-effective security protection for a system or network.  It provides an overview of the security requirements and describes the controls planned for meeting those requirements. The IA Strategy also delineates user responsibilities and expected behavior.

DoDI 5000.2, Operation of the Defense Acquisition System, prohibits a contract award for the acquisition of a mission-critical or mission essential IT system, at any level, without an appropriate IA strategy.  The IA Strategy is the responsibility of the Program Management Office.  It will include:

a. The individual or organization responsible for overall security, in support of the program development/program manager (name, organization, and contact information).

b. Discussion of the when/how system risk assessments, based on system criticality, threat, and vulnerabilities, were performed.  

c. Review of the effectiveness of countermeasures developed (based on risk assessment) and progress accomplished to date on DITSCAP:

· Phase (1, 2, 3, or 4) DITSCAP process completed to date.

· Status of the program SSAA consistent with appropriate DITSCAP phase.

· Management structure in place (or planned) to review SSAA.

· Name and organization of Designated Approval Authority (DAA).

· Name and organization of Certification Authority (CA).

· Names and organizations of User Representatives.

d. Discussion of how security requirements are included and traceable in requirements documents, proposed system design, and proposed system operation. 

e. Discussion of how security requirements were considered in Analysis of Alternatives, Acquisition Program Baseline, and Life Cycle Cost Estimates.

f. Discussion of how IA will be tested in Developmental Test & Evaluation (DT&E) and Operational Test and Evaluation (OT&E). 

g. Discussion on the status of system interconnection agreements specified in the C4ISP will include the review and acceptance of information assurance features prior to direct connection to that system/network.  

h. Discussion of the concepts of how Computer Network Defense (CND) services will be provided for the system.

i. Strategy for incorporating new protection profiles into the system design to counter evolving threats over the life cycle of the program development.
Information Technology (IT).  Any equipment, or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.


The term "equipment" means any equipment used by a Component directly or used by a contractor under a contract with the Component that requires the use of such equipment, or the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.


The term "IT" includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.  The term "IT" also includes National Security Systems (NSSs)  .  It does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.

IT Program – Fulfills definition of “program” but does not apply to a host platform (e.g., ship, aircraft, missile, weapon), combat system, subsystem(s), component(s), equipment(s), hardware, firmware, software, or item(s) that may not collectively or individually be a weapon system acquisition program.

IT System – A discrete set of information resources organized for the collections, processing, maintenance, use, sharing, dissemination, or disposition of information.  Source:  Title 44, US Code, Section 3502.  Actually, this is the definition of an information system, but DoDI 5000.2 states that an IT system has the same meaning as information system.

Major Automated Information System (MAIS) (ACAT IAM or IAC).  An AIS that is designated by ASD(C3I) as a MAIS, or estimated to require program costs in any single year in excess of $32 million in fiscal year (FY) 2000 constant dollars, total program costs in excess of $126 million in FY 2000 constant dollars, or total life-cycle costs in excess of $378 million in FY 2000 constant dollars.


MAISs do not include highly sensitive classified programs (as determined by the Secretary of Defense) or tactical communication systems.


For the purpose of determining whether an AIS is a MAIS, the following shall be aggregated and considered a single AIS:



The separate AISs that constitute a multi-element program.



The separate AISs that make up an evolutionary or incrementally developed program.



The separate AISs that make up a multi-DoD Component AIS program.

Major Defense Acquisition Program (MDAP) (ACAT ID or IC).  An acquisition program that is not a highly sensitive classified program (as determined by the Secretary of Defense) and that is designated by the Under Secretary of Defense (Acquisition, Technology, and Logistics) (USD(AT&L)) as an MDAP, or estimated by the USD(AT&L) to require an eventual total expenditure for research, development, test and evaluation of more than $365 million in fiscal year (FY) 2000 constant dollars or, for procurement, of more than $2.190 billion in FY 2000 constant dollars.


The estimate shall consider all blocks that will make up an evolutionary acquisition program (to the extent that subsequent blocks can be defined).


This definition is from 10 U.S.C. 2430.  The dollar requirements are established in statute in FY 1990 dollars.  The dollar amounts have been updated in accordance with procedures identified in the statute.

Major System (ACAT II).  A combination of elements that shall function together to produce the capabilities required to fulfill a mission need, including hardware, equipment, software, or any combination thereof, but excluding construction or other improvements to real property.



A system shall be considered a major system if it is estimated by the DoD Component Head to require an eventual total expenditure for RDT&E of more than $140 million in FY 2000 constant dollars, or for procurement of more than $660 million in FY 2000 constant dollars, or if designated as major by the DoD Component Head (10 U.S.C. §2302d).

The estimate shall consider all blocks that will make up an evolutionary acquisition program (to the extent subsequent blocks can be defined).


The dollar requirements are established in statute in FY 1990 dollars.  The dollar amounts have been updated in accordance with procedures identified in the statute.

Mission Critical Information System.  A system that meets the definitions of “information system” and “national security system” in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations.  (Note: The designation of mission critical should be made by a Component Head, a CINC or their designee.)  A Mission Critical Information Technology System has the same meaning as a Mission Critical Information System.

Mission Essential Information System.  A system that meets the definition of “information system” in the Clinger-Cohen Act, that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission.  (Note: The designation of mission essential should be made by a Component Head, a CINC or their designee.)  A Mission Essential Information Technology System has the same meaning as a Mission Essential Information System.

National Security System (NSS).  Any telecommunications or information system operated by the U.S. Government, the function, operation, or use of which:

· Involves intelligence activities;

· Involves cryptologic activities related to national security;

· Involves command and control of military forces;

· Involves equipment that is an integral part of a weapon or weapons system; or,

· Subject to the limitation below, is critical to the direct fulfillment of military or intelligence missions.  This does not include a system that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications).

Technology Project.  A directed, incrementally funded effort designed to provide new capability in response to technological opportunities or an operational or business (e.g., accounting, inventory cataloging, etc.) need.  Technology projects are "pre-systems acquisition," do not have an acquisition category, and precede program initiation.  Technology is the output of the science and technology program that is used in systems acquisition.  The decision authority and information necessary for decision-making on each project shall be specified by the appropriate S&T Executive (for projects not yet approved for Milestone A) or by the MDA (for projects past Milestone A).

Weapon System.  An item or set of items that can be used directly by warfighters to carry out combat or combat support missions to include tactical communication systems.

NOTE: Definitions predominantly from DoDI 5000.2 
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PMW XXX



Clinger-Cohen Act (CCA) Compliance Confirmation for the XXX Program



Date

Your Name

Code

Phone number

E-mail address

PMW Graphic Here



A CCA compliance brief is used to support the SPAWAR CIO confirmation of CCA compliance for ACAT III, IV programs or AAPs and for concurrence of CCA compliance for ACAT IC, ID, IAM, IAC, II or Special Interest programs.  The brief is not forwarded to DoN CIO, but may be used to support inquiry or audit.  



This template is Version 1 and is included with the initial release of the Clinger-Cohen Act (CCA) SPAWAR PM Survival Guide (Version 1.0).







- * -



Overview

		XXX Program Background

		CCA Compliance Information













- * -



Program Summary (format optional – this is an example)





					

		MNS:
		Mission Need Statement title and date

		ORD:					Operational Requirements Document (ORD) title and date	

		PROGRAM SUMMARY:		 	

		PLANNED PLATFORMS / USERS:
	

		QUANTITY:				

		ACAT LEVEL:

		VENDORS:
		 





































Point-to-Point.  A private circuit, in which there is one person (or device) at each end, usually connected by a dedicated transmission line. 







- * -



Milestone and Events (format optional)





		Past Milestones & Events (some examples)

		Program Management Responsibility Transferred to SPAWAR		29 Sep 03

		ACAT Level Redesignation		4 Apr 03

		Milestone III Determination		5 Jul 04

		Acquisition Strategy Approval		25 Sep 04

		New Hardware Contract Award		18 Oct 05



		Future Milestones and Events (some examples)

		New Service Contract Award		20 Dec 06

		Widget Contract
Combined DT/OT
DITSCAP Certification and Accreditation		Summer 06
Summer 06
Summer 06





























































- * -



Brief System Description

		Pictures speak a thousand words













- * -



Clinger-Cohen Act Compliance

		Core Mission Analysis Description

		Sourcing Determination

		Process Redesign

		Analysis of Alternatives

		Life Cycle Cost Estimate (LCCE)

		Program Status Measurement

		Outcome-Based Performance Measures

		Information Assurance Strategy

		Architecture and Standards 

		Modular Contracting/Phased Implementation

		  System Registration with DoN CIO













- * -



Core Mission Analysis Description

Source Documents: MNS, ORD, AS, AoA, and any other document or effort that describes or analyzes the core mission



Some bullets explaining how these documents satisfactorily describe or analyze the core mission, include highlights

This acquisition supports core, priority functions that need to be performed by the Federal Government.  DoDI 5000.2  4.7.3.2.3.2.1.1

An objective is to validate mission need











- * -



Sourcing Determination

Source Documents: Acquisition Strategy, AoA, AP, SOO, Spec, or any other documents or efforts that determine sources



Some bullets explaining how these documents or efforts satisfactorily determine sources, include highlights

No private sector or government source can better support the function.  DoDI 5000.2  4.7.3.2.3.2.1.2

An objective is to demonstrate that no private sector or government source can better provide the function











- * -



Process Redesign

Source Documents: AS, Business Case Analysis (BCA), Business Process Reengineering (BPR), or any other document or effort that redesign processes

		Some bullets explaining how the documents or efforts satisfactorily redesign processes, include highlights



The acquisition strategy reduces life cycle costs, improves system effectiveness and maximizes the use of commercial technology.  DoDI 5000.2  4.7.3.2.3.2.1.3

Objectives of process redesign are to lower costs, improve effectiveness and maximize the use of Commercial Off-The-Shelf (COTS) technology.  “To be” processes have been defined and documented and the acquisition strategy addresses use of COTS. 











- * -



Analysis of Alternatives

Source Documents:  ORD, Options / Cost Study, Abbreviated System Decision Paper (ASDP), AS or any other document that analyzes alternatives.



		Some bullets explaining how the documents or efforts satisfactorily analyze alternatives, include methodology and criteria.



An analysis of alternatives has been conducted.  DoDI 5000.2  4.7.3.2.3.2.1.4

An objective is to consider new technology solutions such as web-enabled systems.  The AOA should be approved by Program Sponsor and Milestone Decision Authority (MDA).











- * -



Life Cycle Cost Estimate (LCCE)

Source Documents: LCCE, Total Ownership Cost Study, Economic Analysis (EA), Independent Cost Estimate (ICA), Portfolio Management, or any other documents of efforts that estimate life cycle costs.



		Some bullets explaining how the documents or efforts satisfactorily estimate life cycle costs.  Return On Investment (ROI) should be calculated for automated information systems (AIS).



For AIS, an economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted.  DoDI 5000.2  4.7.3.2.3.2.1.5.

An objective is a realistic appraisal of the level of cost most likely to be realized. 





- * -



Program Status Measurement

Source Documents: ORD, Acquisition Program Baseline Agreement (APBA), Budget, Schedule, Earned Value, Contractor Reports, SSAA, or any other documents or efforts that measure the status of the program 



		Some bullets explaining how the documents or efforts satisfactorily measure the status of the program.  Include processes and metrics for measuring cost, schedule, and technical performance.



There are clearly established measures and accountability for program progress.  DoDI 5000.2  4.7.3.2.3.2.1.6.

An objective is to adequately measure current program progress and demonstrate program control and MDA-level management insight. 





- * -



Outcome-Based 

Performance Measures

Source Documents:  ORD, APBA, AS, SPAWAR Strategic Plan, TEMP, SSAA, Performance Measurement Plan or any other documents or efforts that identify outcomes used to measure program performance and how they are linked to strategic goals



		Some bullets explaining how the documents or efforts satisfactorily use outcome-based performance measures and link them to strategic goals.



Mission-related, outcome-based performance measures have been established and linked to strategic goals.  DoDI 5000.2  4.7.3.2.3.2.1.7.

An objective is MDA approval of the outcome-based performance measures.





- * -



Information Assurance Strategy

Source Documents:  ORD, AS, SSAA, C4ISP, IATO, System Certification or Accreditation, TEMP, SEMP, or any other document or effort that describes the information assurance strategy



		Some bullets explaining how the documents or efforts address information assurance strategy

		See accompanying brief on IA strategy



The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures.  DoDI 5000.2  4.7.3.2.3.2.1.8.

An objective is an IA strategy that is consistent with DoD policies, standards and architectures





- * -



Architecture and Standards

Source Documents:  GIG, ORD, AS, C4ISP, SOW, SOO, Spec, or any other document or effort that defines architecture or standards used



		Some bullets explaining how the documents or efforts satisfactorily define architecture and standards, including the Global Information Grid (GIG) policies and architecture, the DoD C4ISR Architecture Framework Program, Joint Technical Architecture (JTA) and DII COE



The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards.  DoDI 5000.2  4.7.3.2.3.2.1.9.

An objective is the use of DoD consistent architectures and standards



Joint Technical Architecture

1.9 JTA Relationship to DoD Standards Reform

The JTA implements standards reform by selecting the minimum standards necessary to achieve joint

interoperability. The JTA mandates commercial standards and practices to the maximum extent

possible. 



Para. 3.2.3 Transmission Media

3.2.3.1 Military Satellite Communications

Military Satellite Communications (MILSATCOM) systems include those systems owned or leased

and operated by DoD and those commercial satellite communications (SATCOM) services used by

DoD. The basic elements of satellite communications are a space segment, a control segment, and a

terminal segment (air, ship, ground, etc.). An implementation of a typical satellite link will require the

use of satellite terminals, a user communications extension, and military or commercial satellite

resources.







- * -



Modular Contracting/

Phased Implementation

Source Documents:  ORD, AS, AP, or any other document or effort that demonstrates the use of modular contracting or phased implementation



		Some bullets explaining how the documents demonstrate the use of modular contracting, phased implementation, or successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks



To the maximum extent practicable, (1) modular contracting is being used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.  DoDI 5000.2  4.7.3.2.3.2.1.10.

Objectives are program blocks that results in stand-alone functional capability



Modular contracting provides for the delivery, implementation, and testing of a workable system or solution in discrete increments, or modules. Modular contracting is one of many approaches that may be used by Federal Agencies to acquire major IT systems. It may be achieved by a single procurement, or multiple procurements, but is intended to ensure that the government is not obligated to purchase more than one module at a time. Modular contracting is intended to balance the government’s need for fast access to rapidly changing technology and incentivized contractor performance, with stability in program management, contract performance and risk management.



FAR -- Part 39



Acquisition of Information Technology



Sep 2001



39.103 --  Modular   Contracting .

(a) This section implements Section 5202, Incremental Acquisition of Information Technology, of the Clinger-Cohen Act of 1996 (Public Law 104-106).  Modular   contracting  is intended to reduce program risk and to incentivize contractor performance while meeting the Governments need for timely access to rapidly changing technology. Consistent with the agency’s information technology architecture, agencies should, to the maximum extent practicable, use  modular   contracting  to acquire major systems (see 2.101) of information technology. Agencies may also use modular contracting to acquire non-major systems of information technology.



DoD 5000.2-R, June 2001

C2.9.3. Contract Approach

C2.9.3.1. Major Contract(s) Planned. For each major contract planned to execute the acquisition strategy, the acquisition strategy shall describe what the basic contract buys; how major deliverable items are defined; options, if any, and prerequisites for exercising them; and the events established in the contract to support appropriate exit criteria for the phase or intermediate development activity. The PM shall use modular contracting, as described in FAR Section 39.103 (reference (rr)), for major IT acquisitions, to the extent practicable. PMs shall consider using modular contracting for other acquisition programs. 







- * -



System Registration

Source Documents:  DON CIO Database, OSD



		DITSD ID number

		OSD Registration number

		Contact Scott Saunders at saundert@spawar.navy.mil or Ginny Szabad at szabad@spawar.navy.mil for assistance



The system being acquired is registered with the DoD CIO.  DoDI 5000.2  4.7.3.2.3.2.1.11.
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