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1.0 Introduction

Risk Management, in the context of Systems Engineering, is an organized, systematic decision-making process to deal with uncertainties that may result in adverse project consequences/impacts.  The process steps are planning, identifying, assessing, handling and monitoring risks in a continuous flow throughout the life cycle of a project or operation. 

The Risk Management concept is based on the following principles:  forward-looking, structured, informative and continuous.  The key to successful risk management is early planning and aggressive implementation.  Early planning enables development of an organized, comprehensive and iterative approach to identifying and assessing project risks and determining appropriate handling options.  Aggressive implementation involves the entire project team, necessary outside experts, end users and all project stakeholders.

There are many areas that use risk management, but all risk management employs the same process steps.  However, each different area may require different skills and different methodologies and procedures to adequately accomplish each process step.  For example, Technical Risk Management deals with the uncertainties surrounding a project while Information Technology Risk Management deals with the actual threats to a specific network or system.   

Risk always is present in the life cycle of military or commercial systems. A system may be intended for technical accomplishments near or over the limits of the state of the art, creating inherent technical risk. System development may be rushed to deploy the system as soon as possible to meet a market opening, leading to inherent schedule risk. Risk can be introduced by external constraints or can develop from within the project.  There is no alternative to the presence of risk in system development. The only way to remove risk is to set technical goals very low, to stretch the schedule, and to supply unlimited funds.  None of these events happen in the real world; therefore, no realistic project can be planned without some inherent risk. The challenge is to define the system and the project that best meets the overall requirements while allowing for risk.  This will provide the highest chances of project success – providing a system that has all required functionality within the estimated time and budget.

For some in project management, risk is a dirty word; you don’t talk about it unless you really have to and then in the most causal way.  Risk discussions disturb the cosy view of the world in which everything goes according to the plan and all the expectations are fulfilled.  To admit that this might not be the case can be seen as dangerous to one’s prospects.  A through risk assessment can throw all the potential evils into sharp focus and that can be a shock to the system.  It also demands that once a risk is identified, something should be done about it.  This is often the most difficult part as risks are not certainties - they might not occur - but if they do they can be very damaging.  Handling strategies may not be obvious and, most damaging, management may have to admit that they really have no way to deal with some of the risks; they can only wait and see what happens.  

What are the consequences of not doing risk management?  Management will not have insight into what could go wrong - consequently additional resources will be spent correcting problems that could have been avoided sooner, catastrophic problems (surprises) may occur without warning (and with no recovery possible), decisions will be made without complete information or adequate knowledge of future consequences, the overall probability of successful completion of the project is reduced, and your project will always be in a crisis.

1.1 Function

Risk Management is an engineering practice with processes, methods, and tools for managing risks in an organization, a set of projects or operations, individual projects or individual operations.  It provides a disciplined environment for proactive decision-making to assess continuously what could deviate from the expected or planned (risks); determine which risks are important enough to deal with; implement strategies to deal with those risks; monitor specific metrics to determine if the risks are being dealt with; and provide necessary communication of risk information throughout the organization, project or operation.   Since risks are generated by actions taken or not taken throughout the life of the project, this process must be continuous throughout the life cycle of the organization, project or operation.  

The result of applying a rigorous risk management process to a project or an organization is improved insight into the uncertainties that may inhibit successful project completion and improved capabilities to deal with these uncertainties.  The challenge of risk management is to achieve a value-added process.  Risk management process step methodologies and procedures must be tailored for each project to provide maximum value for resources expended.   The risk management requirements for a small, six-month software program development project are substantially different that those for a large, multi-year system development project. 

1.2 Risk

Risk is defined as a deviation from the expected or planned that, should it occur at some future time, will have an adverse effect on organizational, project or operational objectives (the most important being cost, schedule and functionality).   A risk has three attributes:

· It is a future event or condition;

· This future event or condition has a realistic (neither zero nor 100 percent) likelihood of occurring, and

· The consequence of this event or condition occurring will be unfavorable or adverse to the successful accomplishment of the project.

A risk creates risk exposure for a project based on the combined effects of its likelihood of occurrence and the importance of its consequence.  Each risk should be articulated by a Risk Statement.  A Risk Statement is a concise description of a program condition (Fact) leading to a potential risk event or condition, with one or more adverse consequences foreseen if that event or condition occurs, and accompanied by context for the statement (richer textual explanation of the risk pointed to by the risk statement, with indications of the source(s) of the potential event or condition). The risk statement is the "basic data brick" on which all the other process steps are built.

1.3 Objective

The objective of risk management is to significantly increase the likelihood that the delivery of a system and its associated processes that meet the customer’s needs is on time, within budget and contains all required functionality.  For the US Department of Defense (DoD), the watershed event for risk management was a 1982 Defense Science Board (DSB) Task Force that examined why DoD continued to experience significant cost overruns and schedule delays on major weapon system acquisitions.  The resulting DSB report identified the lack of a systematic approach to managing technical risk (especially during the design phase) as the primary cause of cost overruns and schedule delays.  The DSB also noted that, although cost overruns and schedule delays most often manifested during production, the origin of most of these problems stemmed from design risks.  As a result, the DSB recommended that the DoD develop a systematic approach for identifying, understanding and managing technical risk throughout a system’s life cycle.  

1.4 Organizational Participation

Risk management is performed by all project personnel, with a risk management organization or team that has specific responsibility for coordinating and facilitating the process.  It is important that consciousness of risk management not be confined to that team. Risk management cannot be successful unless the proper environment is first established by the most senior project management; personnel on the project must be free (indeed encouraged) to identify risk, assess risk, and mitigate risk as they find it. At all costs, management must avoid creating a risk-denial atmosphere where “messengers are shot” for surfacing risks. It is imperative that everyone on the project feel free to openly discuss risk; risks which are hidden tend to multiply and grow out of control, with the potential to destroy the project at a later time.

1.5 Risk Management 

An effective and efficient risk management process is one in which risks are continuously identified and analyzed for relative importance, important risks are handled, all risks are tracked and appropriate risk information is communicated to management so they can make effective program resource use decisions.  Problems are prevented before they occur and personnel consciously focus on what could negatively affect project objectives and product quality.

Risk Management must be both an integral component of overall project management and proactive in nature to assure that unplanned and unexpected events or conditions are anticipated as early as possible in the life cycle of the project.  Risk management should be part of the Project Manager’s toolbox during all project phases, including pre-project activities.  The process steps should be carried out in a flexible, tailored, iterative manner, with resources focused on the most important risks.  Risk management should be considered an integral part of both the overall management and concurrent engineering processes, since resolution of risks in an early phase in the project life cycle has the leverage of time and can be achieved at a lower cost than during a later phase.  Solving or avoiding a problem early pays high dividends since $1 in design equals $1000 in testing.

The major functions of the risk management process are to:

· Identify the potential sources of risks and risk drivers,

· Assess each risk event’s likelihood of occurrence and importance of the consequence on project objectives,

· Rank the risks according to the project goals and objectives,

· Determine the sensitivity of these risks to project, product and process assumptions and the degree of interdependency among the risks,

· Determine and evaluate alternative approaches to handle and monitor moderate and high risks, 

· Ensure that approved actions are taken to handle appropriate risks and adjust the System Engineering Management Plan (SEMP) and the System Engineering Management Schedule (SEMS) as required, 

· Ensure that risk information is factored into management decisions on project factors.

To accomplish this, there are seven principles that are used to provide a framework for effective and efficient risk management: 

· Global perspective:  Viewing individual development within the context of the larger systems-level definition, design, and development.  Recognizing the adverse system consequences of potential risk events or conditions.

· Forward-looking view: Thinking toward tomorrow, identifying uncertainties, anticipating potential outcomes.   Managing program resources and activities while anticipating uncertainties.

· Open communications: Encouraging free-flow of information at and between all project levels.   Enabling formal, informal, and impromptu communication.  Using processes that value both the individual voice and group knowledge (bringing unique knowledge and insight to identifying and handling risk).  

· Integrated management: Making risk management an integral and vital part of project management.   Adapting risk management methods and tools to a project’s infrastructure and culture.

· Continuous process:  Sustaining constant vigilance.  Identifying and managing risks routinely through all phases of the project’s life cycle.   

· Shared product vision:  Mutual product vision based on common purpose, shared ownership, and collective communication.   Focusing on results.

· Teamwork: Working cooperatively to achieve a common goal.  Pooling talents, skills, and knowledge. 

1.6 Risk Management Process Steps

The continuous Risk Management process consists of five steps - Planning, Identification, Assessment, Handling and Monitoring.  These steps are depicted in Figure 1 and further elaborated in Section 2.0.

· Risk Planning is developing and documenting organized, comprehensive, and interactive strategies and methods for identifying risks, performing risk assessments to establish risk handling priorities, developing risk handling plans, monitoring the status of risk handling actions, determining and obtaining the resources to implement the risk management strategies, and developing and providing required training and communicating risk information up and down the project stakeholder organization.  
· Risk Identification is surfacing, documenting and communicating risks and their context before they become problems and adversely affect a project.  It determines the extent and nature of the risks, the circumstances under which risks arise, risk drivers, and potential contributing factors.    
· Risk Assessment is analyzing and prioritizing the identified risks. Risks are analyzed in order to determine their likelihood of occurrence and consequence (impact) if those risk events were to occur.  Based on the analysis and project-defined risk levels, the risks are then prioritized for risk handling. Risk assessment can be focused on understanding the impact of individual risks or on understanding the total risk environment of the entire project, product or process or both.  
· Risk Handling focuses on identifying, evaluating, selecting, planning and implementing Risk Handling options and actions to set risk at acceptable levels, given project constraints and objectives.  Options typically include risk avoidance, transfer, control or assumption.  
· Risk Monitoring systematically tracks and evaluates the performance of Risk Handling actions against established metrics.  It continues throughout the project life cycle and aids in developing further Risk Handling options or executing risk mitigation/contingency plans, as appropriate.  
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Figure 1  Risk Management Process Steps

1.7 Inputs

Inputs to the project risk management process include all project documentation and analyses.  Examples of possible inputs for each process step are noted in Table 6-1.  

Table 1:  Risk Process Step Inputs

	Process Step
	Input 
	Process Step
	Input

	Risk Planning
	Project Objectives
	Risk Assessment
	List of Risks

	
	Project Risk Attitude
	
	Project Objectives

	
	Project Organization
	
	Agreed upon risk factor definitions

	
	Risk Assessment factor Definitions
	
	Agreed upon risk consequence definitions

	
	Consequence Definitions
	
	

	
	
	
	

	Risk Identification
	Plans
	Risk Handling
	Risk assessment

	
	Requirements Documents
	
	Project information

	
	Integrated Program Plan – Work Breakdown Structure
	
	Timeframe required

	
	Trade Studies/Analyses
	
	Metrics being collected

	
	Technology Assessments
	
	

	
	Contracts
	
	

	
	Acquisition Program baseline
	
	

	
	Cost/Schedule Estimates
	
	

	
	Lessons Learned 
	
	

	
	Systems Engineering Management Plan
	Risk Monitoring
	Existing Metrics

	
	Integrated Master Schedule
	
	Integrated Master Schedule

	
	
	
	Handling Plan metric requirements

	
	
	
	Continuous Improvement plan metric requirements

	
	
	
	

	
	
	
	


1.8 Output

Appropriate documentation should be created to record the results of the process steps.  This documentation will provide communications to management during the project and also provide historical records and risk traceability for future project participants.  It can also provide valuable Lessons Learned documentation for future projects.  The output from each process step is shown in Table 2.

Table 2: Risk Process Step Outputs

	Process Step
	Output Documentation

	Risk Planning
	1. Risk Management Plan 

	
	2. A Risk Management Process Document

	
	3. A Specification Document for a Risk Communication/ Tracking tool.

	
	4.  Feedback method for process improvement suggestions.

	
	

	Risk Identification
	1.  A List of All Identified Risks

	
	2.  A Risk Statement for each identified Risk

	
	

	Risk Assessment
	1.  A List of Risks indicating which risks are in the Low, Moderate and High ranges.  (When risk assessment is focused on understanding the impact of individual risks.)  

	
	2. Estimates of the likelihood of completing the project (providing all required functionality) on time and on budget.

	
	3. The likelihood of any possible event dates and costs (for contingency planning).

	
	4. A list of the priority risks when all risks are taken into account in the context of the model of the entire project.  (When risk assessment is focused on understanding the total risk environment of the entire project, product or process.)  

	
	5. A Risk Watch List

	
	

	Risk Handling
	1. Handling Plans for specific risks as required (usually for most/all Moderate and all High level risks).  These plans include Mitigation and Contingency Plans.

	
	2. Assessment documentation for Avoidance and Transfer recommendations. 

	
	

	Risk Monitoring
	1. Periodic Risk Reassessment reports. 

	
	2. Periodic Risk Mitigation and Contingency Plan Status Updates, including current status data for the risk (e.g., measure, indicator, and trigger values.)

	
	3.  Risk Process Metric Status Updates.

	
	


1.9 Summary

Risk Management is concerned with potential future events whose outcomes can be estimated, and with how to deal with these uncertainties (e.g., a range of possible outcomes). In general, outcomes are categorized as favorable or unfavorable, and Risk Management is the process of planning, identifying, assessing, handling, and monitoring potential future events to minimize unfavorable outcomes. Thus, a good Risk Management process is proactive in nature, and is fundamentally different from crisis management (or problem solving), which is reactive. In addition, crisis management is a resource-intensive process that is normally constrained by a restricted set of available options. This is in part because the longer it takes for problems to surface within a project, the fewer options to resolve them exist. And the adverse impacts associated with those options are likely to be substantially greater than if the issues had been identified much earlier in the project. This occurs because cost, schedule and functionality cannot be traded perfectly in the short-run.

2.0  The Risk Management Process

As depicted in Figure 1, Risk Management is a continuous process consisting of five primary steps:

1. Risk Planning

2. Risk Identification

3. Risk Assessment

4. Risk Handling

5. Risk Monitoring

2.1 Risk Planning

Risk Planning is developing and documenting organized, comprehensive, and interactive strategies and methods for identifying risks, performing risk assessments to establish risk handling priorities, developing risk handling plans, monitoring the status of risk handling actions, determining and obtaining the resources to implement the risk management strategies, and developing and providing required training and communicating risk information up and down the project stakeholder organization.  At the start of this step, it is important to clearly understand and articulate the fundamental objectives of the project.  The first thing to accomplish is for management to determine its risk management goals and objectives.  These must then be clearly articulated throughout the organization.  Alignment with overall business strategies, objectives and performance goals is required.  To accomplish this there must be a common risk language, effective organizational structure, and appropriate enablement through systems, tools and skills.  There are several keys to successfully implementing an effective risk management process and each should be provided for in risk management planning.  These keys are:

· Project personnel training in the approved risk management process and procedures.

· The establishment of a management indicator system that provides accurate, timely and relevant risk information in a clear, easily understood manner.  

· Placing responsibility for assessing and handling each risk with a person most closely associated with the risk area - a subject matter expert if possible.  This person is known as the Risk Owner.  The Risk Owner normally resides in the functional area where the risk is and is required to report on all matters pertaining to that risk to the Project Manager.

The specific risk management procedures or techniques to be used should be tailored for each project.  This ensures that the appropriateness of the approach and procedures - the degree to which formalized risk management and assessment is implemented - should be appropriate to the risks involved and the type of project undertaken.  If the approach is little more than lip service to the process, then it will not be effective and will come to be regarded as worthless and an irritation.  If the approach is too heavy, with excessive and inappropriate analysis and reporting requirements, it will be viewed as irksome and ignored as people work on what they perceive as their main tasks.  An example of tailoring the Risk Management process steps to a specific project is shown in Figure 2.  
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Figure 2 Tailored Risk Management Process

The scope and scale of the Risk Management Plan will vary according to the size and complexity of the project and the perceived level of risk.  It should set out the approach and the procedures for accomplishing the process steps - identifying, assessing, handling and monitoring the risks issues.  The Plan will not normally contain any discussions of the risk themselves or what might be done about them.  As a general guide, a Risk Management plan should contain the following:

· Introduction – This section should address the purpose and objectives of the Plan and provide a brief summary of the project, including the management approach and the acquisition strategy.

· Project Summary – This section should contain a brief description of the project, its primary and secondary objectives, the basic organizational structure, and the details of the principal participants.

· Definitions – This section should include the agreed-upon definitions of all risk management terms for consistency.  Each Plan may include definitions that expand organizational definitions to meet their specific needs.  For example, each plan must include definitions for the ratings used to assess the consequences and to rank the risks.

· Risk Management Strategy and Approach – This section should contain an overview of the risk management strategy and the tailored approach and the status of the risk management effort to date. It should contain the training schema and requirements.  It should contain the process by which the Risk Management Plan can be updated and revised (if required) during the project.  This section should also contain the risk decision-making procedure agreed to by the project management team.  

· Risk Management Process Procedures – This section should contain a description of each procedure to be employed and a basic explanation of each.  

· Roles and responsibilities – The organizational structure and the communications process

· Risk identification procedure – How to identify project risks and the format of the Risk Statement

· Risk Assessment procedure – How to determine the likelihood of occurrence and the importance of the consequence of each identified risk.  How often the risk assessments should be reaccomplished and how to prioritize risks on either an individual basis or on a project basis.

· Risk Handling procedure – The risk handling options to be considered and templates for risk mitigation and risks contingency plans.

· Risk Monitoring procedure – The procedures to be used in monitoring the status of important risks and various risk events (contingency key trigger events).  It should provide guidance on what type of metrics to be selected and the frequency of reporting.  

· Risk Management Information System – This section should describe the Information Management structure and the rules and procedures that will be used to document the results of each step in the risk management process.  

2.2 Risk Identification

Risk Identification is surfacing, documenting and communicating risks before they become problems and adversely affect a project.  Accurate and complete risk identification is vital for effective risk management. In order to manage your risks effectively, you have to know what they are. The important aspect of risk identification is to capture as many of your risks as possible.  You can decide to ignore some of them at a later stage, after you have assessed them, but they should all be included at this stage.  There are a number of different techniques that can be used for risk identification. The ideal is probably to use a combination, and work with outsiders as well as people who are involved in the project and know it well. That way you can make good use of people's expertise while reaping the benefits of a fresh viewpoint. Useful techniques include various brainstorming methods as well as systematic inspections and process analysis.  Whatever technique (or techniques) you use, it is important to provide an audit trail so that you can be sure of what happened and that no risks were omitted.
2.2.1 Risk Statements

The first effort must be development of a format for documenting Risk Statements.  The goal of a risk statement is to develop and document clear, concise, easily understood statements.  The statement should contain sufficient information and context so that the risk is easily understood by anyone in the project.  Risk statements should avoid abbreviations/acronyms that are not readily understood, sweeping generalizations and massive, irrelevant detail.

Consider these questions when writing a risk statement: 

· Does it come from a known FACT?  All risks come from an existing fact, condition or decision. 

· Is it clear and concise? 

· Will most project members understand it?

· Will the statement be understandable in six months or a year? 

· Is there a clear event or source of concern or worry? 

· Is the consequence(s) clear and understandable? 

· Is there only ONE potential event or condition?  If there is more than one event or condition, then you have more than one risk.  

The Condition-If-Then format is recommended for writing risk statements.  It provides a more complete picture of the risk. This format can be describes as follows:

Starting from a CONDITION or FACT; IF an event occurs; THEN there is a CONSEQUENCE(S).
The Fact or Condition component focuses on what is currently causing concern. What keeps you up nights? The If component specifies the potential event or condition. The Then component focuses on the consequence(s) of the risk event or condition occurring.  Understanding the depth and breadth of the consequence(s) is essential in determining how much time, resources, and effort should be allocated to the handling effort.  Note that a well-formed risk statement has only one EVENT, but may have one or more CONSEQUENCES.  An example of a good Risk Statement is as follows:
The use of Object Oriented Development (OOD) is mandated by the Project Manager and this is the first time that the software staff has used OOD; therefore the staff may have a lower-than-expected productivity rate; and schedules may slip.

2.2.2 Identifying Risks

There are two general types of information to aid in Risk Identification – experiential and documented.  To begin any sort of risk identification process for a project, you should examine the project description for any obvious sources of risk.  Risks will vary according to the type of project you undertake.  You can identify sources of risk by examining the nature of a project's product.  For example, using proven technology is less risky than developing new technology to use on your project.  Projects using new or rapidly changing technology are unique in certain aspects, so there is usually no history to help you identify sources of risk.  Risk can be associated with any aspect of a project's objectives.   A structured and analytical approach is required to ensure that risk identification is as complete as possible.  It will not be possible to identify all of a project’s risks; however, the following techniques are generally applicable and implemented for risk identification:

· Established Checklists

· Structured interviews with project personnel and subject matter experts (stakeholders and domain experts)
· Brainstorming sessions with a group of knowledgeable personnel

· Assumption analysis – where all of the basic assumptions for the project are listed and challenged

· Lessons learned databases (reuse of previously identified risks and problems)

· Cross Functional Teams to provide multiple viewpoints so that a comprehensive list of risks and their factors is developed
· Documentation Studies of risk identification literature and previous risk management plans 
· Parallel Development of the risks with other tasks and other teams 
Note that identifying risks is a continuous process throughout the life cycle of the project.  Each phase of a typical project has different types of risks that may not be apparent earlier in the project.  Figure 3 illustrates typical risk considerations that can be encountered as a project progresses from earliest planning through disposal and the following paragraphs outline and provide examples of some of these techniques.
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Figure 3. Risk Considerations By Project Phase

2.2.3  Risk Identification Techniques

Project Documentation

You should assess your work breakdown structure to identify the points where risk events are most likely to arise.  You may also be able to detect possible benefits, such as shortcuts, that are not apparent from the scope statement.  You should check your estimates to ensure that you have not been too aggressive by making your schedule too tight.   By not meeting your schedules or cost estimates, the project would be deemed a failure, and so any possibility of this occurring should be identified as a risk.  You should examine previous projects with similar objectives as they can often point to possible pitfalls or even benefits.  This examination should include project's scope, objectives, organization, quality, time, cost, and a systematic overview of potential technological risk factors, with any gaps being perceived as technological risks.  A systematic overview of internal processes and procedures can also be accomplished, with any gaps being perceived as management risks.

Checklists

Sometimes you can use existing questionnaires and checklists to assist in risk identification.  They lend themselves to any formal method of reporting of risks and can be tailored to obtain a standard response format to ease subsequent evaluations.  They should be used in support of one or more of the other identification methods, such as interviews and brainstorming.  Questionnaires and checklists allow you to take advantage of previous experience.  However, questionnaires and checklists cannot help identify previously unknown or new risks.  They are not sufficiently thought stimulating.  An example of a Checklist is provided in Table 3.

Table 3 Example Risk Identification Checklist

	Operational Testing Risks
	1.  Are you taking too much schedule risk?  Never place your program at unnecessary risk by betting it on a single test or a few tests.  Always consider the impact of schedule slips in this light.  Are you are in a binary situation – all or nothing?

	
	2.  Are you going into operational testing before you are ready?  Are you going to encounter some operational environment or requirement for the first time or have you been unsuccessful in meeting it before?  

	
	3.  Are you loading your system realistically in developmental testing?  Are you waiting until operational testing to fully load the system?

	
	4.  Are you skimping on developmental testing?  Do you have greater limitations and less realism in your tests?

	
	5.  Are you using modeling and simulation correctly?  If you use it to interpolate between demonstrated test results, it can be effective.  If you use it to extrapolate beyond the bounds of known results, it seldom works.  Ensure that the models reflect reality!!!

	
	6.  Are you including the operational testers or users up front in the development cycle?

	
	

	Systems Engineering and Technical Risks
	1.  Have requirements been implemented such that a small to medium requirements change has the potential to cause large cost, schedule or functionality changes?

	
	2.  Have potential parts obsolescence been considered and properly evaluated?  Are these risks accounted for in the design phase?

	
	3.  Has the concept for operating/maintaining/decommissioning/disposal of the systems been adequately defined to ensure the identification of all requirements?

	
	4.  Has the system been designed to easily accommodate pre-planned product improvements?

	
	5.  Are design decisions evaluated to ensure that life cycle costs are not increased by seemingly simple solutions early in the design/development phases?

	
	6.  Are there state-of-the-art components that could greatly affect system functionality?

	
	7.  Are margins adequate?

	
	8.  Are system implications of key design decisions unclear?

	
	9.  Are appropriate lessons learned from previous projects and this project being integrated into the design to ensure problems do not recur?

	
	10.  Is there a clearly defined configuration management plan and is it being followed?

	
	11.  Do the interfaces have clearly defined ownership to ensure adequate attention to details?

	
	12.  Are interfaces clearly defined?

	
	13.  Is there adequate traceability from design decisions back to requirements to ensure that the impact of design changes on requirements can be adequately assessed?

	
	14.  Are requirements well understood by the customer and contractor?

	
	

	Planning Risks
	1.  Poor contingency planning

	
	2.  Overestimating team productivity

	
	3.  Inability to scope the project to meet schedule constraints

	
	4.  Resource and skill availability 

	
	5.  Lack of continuous planning in response to scope changes.


Lessons Learned/Analogy Comparison 

The Lessons Learned or Analogy Comparison technique is based on the idea that no new project is entirely unique.  Many new projects simply represent a new combination of existing components or subsystems and others evolve from existing projects with incremental advances in technology.  This means that key insights can be gained concerning a current project's risk by examining the successes, failures, problems, and solutions of similar projects.  The experience and knowledge gained, or lessons learned, can be applied to identify risks in a new project.  The first step is to determine the information needs in this phase of risk management.  This could vary from identifying the risks in development of a custom computer chip to identifying the risks associated with a major system development.  The second step is to define the basic characteristics of the new system.  This is necessary to identify past projects that are similar in technology, function, design, etc.  Then, based on the availability of data, analogous systems or subsystems are selected and data gathered.  Often the data collection process and initial identification leads to a further definition of the system for the purposes of comparison.  After this has been accomplished, the last step is the analysis and normalization of the historic data.  Comparisons to prior systems may not be exact or the data may need to be adjusted to be used as a basis for estimating the future.

2.3  Risk Assessment

Having identified the sources of risk and written Risk Statements for the potential events, the risks must now be assessed for their effect on the project.  This task involves both analytical thinking and making subjective judgments about the future.  Risk assessments provide managers with essential data on issues that may affect program cost, schedule and/or performance.  Program risk assessments are a Program Manager’s first line of defense against being blindsided by one or more “Program Issues”.  The earlier and the more frequently these potential issues are identified, the quicker decision-makers can assess program status and plan to take the necessary corrective actions to minimize impacts.  A good starting point is analysis of historical data, particularly if similar projects have been undertaken in the past.  Unless major organizational changes have taken place, things will tend to proceed in the same way they have done previously.  Also mathematically based analysis and modeling techniques can be used to assess specific types of project risk.  

Risk assessment is the Definition Stage that identifies and quantifies risks in terms of likelihood and consequence.  These results form the basis for all risk management actions.  It can be a very difficult part of the risk management process.  Tools are available to assist in assessing risks, but none are totally suitable for a project and the results may be highly misleading if the assessor does not understand how to apply them or interpret the results.  The caliber and quantity of risk assessment results determines the effectiveness of the entire risk management process.  In practice, there is some blurring between risk identification and risk assessment since some assessment does occur in the identification step.  Note that one of the weaknesses of risk assessments is that they are usually subjective and depend heavily on who accomplishes the assessment and what their level of expertise is.  What one person sees as a significant risk another may regard as minor.  Also, the importance of a risk event’s consequence(s) can be different for each level of stakeholder.  All assessments of the future are subject to some degree of uncertainty; from the moment an assessment is completed, the risk situation is altered as from that time onwards effort will be directed towards resolving the risk issue.  A risk assessment should not be seen as a definitive statement about the riskiness of a project but rather as a snapshot of how risks are viewed by a particular group at a particular time – the next assessment could be entirely different.   Also remember that risks do not occur in a vacuum.  Only by understanding how the various types of risk fit together can an organization understand its total risk picture.

There is a common tendency to attempt to develop a single number to portray each risk.  This approach may work if both the likelihood and consequence factors have been developed using comparable scales developed through accepted procedures (e.g., the Analytical Hierarchy Process).  However, in many cases, the risk factor scales are simply uncalibrated, reflecting only relative differences between scale levels and not actual numerical differences.  Any mathematical operations performed on results from uncalibrated scales can provide information that is at best misleading, if not completely meaningless.  Implementation of a tailored risk assessment methodology needs to take place in manner that is suitable to the project and the level of knowledge of the personnel.  As with any system, the law of diminishing returns applies.  The simplest and most basic procedures are likely to have the most effect; increasing sophistication, generally speaking, does not bring about a proportional increase in effectiveness for the cost and effort involved.

Risk assessment involves both the likelihood and consequences of the possible outcomes. Although risk is intuitively familiar to most people, it can be a complex and difficult concept to assess. Risk is associated with uncertainty, which is characterized by a distribution of outcomes with various likelihoods of occurrence and severity. In its most general form, risk assessment should capture the spectrum of outcomes relative to the desired project technical performance, cost, and schedule requirements. Risk generally will be assessed subjectively because adequate statistical data are rarely available.  There is no standard approach to conducting risk assessments because methodologies and techniques vary according to the type and complexity of project, the phase of the project, the requirements for granularity, etc.  However, there are some top-level actions that are common to all methods.  The assessment usually begins with a detailed study of the identified risk event, continues with an assessment of how likely the event is to occur, how important to the project the consequences of the event would be, what, if any, actions could be accomplished to handle the event, the cost of those actions and the timeframe when the project must accomplish those actions.   The following paragraphs briefly describe some of the possible risk assessment methodologies.  Additional methodologies are described in references 2,3,6,7 and 13 .  

2.3.1  Expert Interviews

Efficient acquisition of expert judgments is extremely important to the overall accuracy of the risk assessment effort. The expert interview technique consists of identifying the appropriate experts, questioning them about the risks in their area of expertise, and quantifying these subjective judgments. Expert interviews nearly always result in information that can be used in the formulation of a “risk watch list”. In fact, risk watch lists frequently evolve from the input of each “expert” functional manager on a project. Another useful output is the formulation of a range of uncertainty or a probability density function (with respect to cost, schedule, or performance) for use in any of several risk analysis tools. 

Since expert interviews result in a collection of subjective judgments, the only real “error” can be in the methodology for collecting the data. If it can be shown that the techniques for collecting the data are not adequate, then the entire risk assessment can become questionable. For this reason, the methodology used to collect the data must be thoroughly documented and defensible. Experience and skill are required to encourage the expert to divulge information in the right format. Typical problems encountered include identification of the wrong expert, obtaining poor quality information, unwillingness of the expert to share information, changing opinions, getting biased viewpoints, obtaining only one perspective, and conflicting judgments. When conducted properly, expert interviews provide very reliable qualitative information.

2.3.2  Estimating Relationships

The estimating relationship method enables project personnel to evaluate a project and then use an equation to determine an appropriate management reserve or risk funds budget. The management reserve funds represent the amount of funding required for work associated with unanticipated risks. The management reserve funds requirement is usually expressed as a percentage of the Baseline Cost Estimate (BCE). This technique is called an estimating relationship method because it uses the same principles associated with Cost Estimating Relationships (CERs), used in parametric cost estimating. The method is based on the observation that costs of systems correlate with design or performance variables. The independent variables, often called explanatory variables, are analyzed using regression analysis. The analysis characterizes the underlying mechanism relating such variables to cost.

2.3.3  Life Cycle Cost Analysis

Life cycle cost analysis encompasses the defined life of a given system. Life cycle cost analyses provide a basis for examining implicit risks associated with various programmatic decisions--for example, low initial funding increasing design risk; low funding for research, development, test, evaluation and production translating to higher maintenance costs; or expensive maintenance diagnostic equipment resulting in low maintenance personnel costs. Life cycle cost analysis is discussed in more detail in Section XX of the COP.

2.3.4  Representations of Risk

Risk severity is often presented in a graphical format since this provides an immediate visual understanding of the relative significance of a risk to an otherwise non-technical audience. Two types of graphical representations are commonly used; the risk matrix and the iso-risk chart.

Risk Matrix

The risk matrix is a graphical construct that provides a means of dividing risks into severity categories in discrete steps. A typical matrix is shown in Figure 4 below.
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Figure 4:  Example of Risk Matrix

The risk matrix uses the assessed likelihood and consequence values of a risk as coordinates to locate the risk on the matrix. Positioning on the matrix is in discrete steps. In Figure 4 there are a maximum of 25 discrete locations. The number of such locations is determined by the number of levels used for the likelihood and consequence scales. If six levels were used for both, for example, the matrix would contain 36 discrete locations.  Risk severity groups are delineated as coloured zones. In Figure 4, High risks are represented as a red zone, Moderate risks as a yellow zone, and Low risks as a green zone. Matrix zones may be defined by algorithm or matrix zones may be arbitrarily defined without reference to a controlling algorithm. The important point is that a matrix definition, once accepted within an organization, should be used consistently.

Whatever method is used to define risk matrix zones, the following general rules should be applied:

· The highest severity (red) zone must include the top right hand element of the matrix;

· The lowest severity (green) zone must include the bottom left hand element of the matrix;

· Each zone must consist of a contiguous set of elements without discontinuities, i.e., each element in a zone must touch another element of that zone along at least two sides (except for those on the periphery of the matrix, for which touching on one side only is sufficient).

Rank Values

A risk matrix normally divides risks into three severity groups (red, yellow and green zones).  However, a finer gradation of Consequence is possible by attaching a rank value to each element of the matrix. The matrix element in the top right position is assigned a rank value of 1 while the bottom left element is assigned a rank value of 25 (for a 5x5 matrix). All other elements are assigned intermediate values.  Figure 5 shows this ranking scheme.

Rank values can be assigned in many ways. One way is to assign risk severity values to each matrix element using an algorithm, and assign rank based on the severity values (the higher the severity, the lower the numerical rank value). Where two or more matrix elements have the same severity value, they are assigned rank values in order of impact.   The example assessment procedure under the Comparative Model shows a ranking scheme using a weighing algorithm.
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Figure 5:  Example of Alternate Ranking Scheme

Iso-Risk Charts

An iso-risk
 chart is a graphical construct for displaying the assessed severity of risks in terms of lines of constant risk severity, or iso-risk contours. Unlike the risk matrix, it permits a continuous distribution of values. Risks are located on the chart using their assessed values of impact and likelihood as X/Y coordinates. A typical iso-risk chart is shown in Figure 6 below. It is customary (but not absolutely necessary) to express impact and likelihood values on a scale of 0-1 for iso-risk charts.
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Figure 6:  Example Iso-Risk Chart

An iso-risk contour is typically defined by the algorithm

I x L   =   k
where k is a constant. In the example shown here, the values of k are shown along the right hand border of the chart. Other algorithms are possible. The most general form of such an algorithm is:

f(I, L)   =   k
where f is some function of impact and likelihood, and k is a constant.  Iso-risk charts can be divided into risk severity zones in much the same way as a risk matrix. Using the example shown above, risk severity zones might be defined as follows:

High risks:

iso-risk values 0.5 - 1.0 (red zone)

Moderate risks:
iso-risk values 0.2 - 0.5 (yellow zone)

Low risks:

iso-risk values 0.0 - 0.2 (green zone)

[image: image7.wmf]0.05

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

0

0.2

0.4

0.6

0.8

1

I M P A C T

0

0.2

0.4

0.6

0.8

1

L

I

K

E

L

I

H

O

O

D

An example of an iso-risk chart configured in this way is shown in Figure 7.

Figure 7:  Example Iso-Risk Chart with Severity Zones

The risk matrix and the iso-risk chart are not precisely equivalent, mainly because one employs discrete impact/likelihood steps, while the other employs continuous gradations. While the differences are not great, it is possible for a risk which appears in the red zone on a matrix to appear in the yellow zone on an iso-risk chart, and vice versa. For this reason it is recommended that an organization should consistently employ either the risk matrix or the iso-risk chart, but not both.

2.3.5  Example Risk Assessment Procedures

Risk is often expressed only in qualitative terms or by a single value. However, it is very important to rank risk in some methodical and comparable way to assure a good allocation of resources for risk handling. Ideally, risk would be characterized by using cumulative probability curves with the likelihood of failure and the consequences expressed quantitatively in measurable terms, but given the inherent lack of data and limited analysis, this is usually impractical. Several methods exist for quantifying and ordering relatively subjective assessments; three are described in the following paragraphs. It is very important to properly rank risk because an invalid comparison could lead to an improper conclusion with misapplication of resources.  Additional methodologies for assessing risks are found in references 2,3, 6, 7 and 13.

2.3.5.1  Expected Value Model 

The Expected Value Model is a somewhat subjective, relative rating of risk, where risk is expressed as:


Risk Exposure = Likelihood of Occurrence (Lo )* Consequence of Failure (Cf)

For illustration purposes, consider a proposal to develop a new lightweight and compact power supply with an operating life of 8,000 hours. The consequences of failing to meet at least 6,000 hours are assessed to be catastrophic/critical, so the consequence of failure is assigned a value of 0.8. Given the present state of technology, cost and schedule, the likelihood of failing to achieve an operating life of 6,000 hours is judged to be relatively low and is assigned a value of 30% (0.3). 

Applying the equation to the above example yields



Risk Exposure = 0.3*0.8 = 0.24

This would suggest a relatively low risk situation. Intuitively, the described scenario represents a low/moderate risk (subjective judgment); therefore, this approach appears to yield a valid relative ranking of risk. 

2.3.5.2  Comparative Model

Many of the objections to implementing Risk Management and actually acting upon risk results stem from the subjectivity of risk assessments.  This subjectivity makes it difficult to provide risk assessments that are justifiable, repeatable and comparable within a single project, much less across multiple projects or throughout an organization.  It is difficult to justify a specific assessment when others, of comparable or greater experience, are assessing the same risks as greatly lower or higher than you.  One methodology that has proven useful in accomplishing such comparability is forcing all assessors to use the same set of definitions for both likelihood and consequence when doing their assessments.  To successfully accomplish this, it is necessary to: 1) establish a set of factors that can be used to assess your risks and incorporate the likelihood of occurrence of that risk into them, and 2) establish a set of consequence definitions that are appropriate for the level of comparison you are dealing with.  

Likelihood Factors

In developing this type of Likelihood Factors, the basic assumption is that the more mature the process, the more expertise available, the more detailed the design or the more you have built, the lower the likelihood of the risk event occurring.  And vice versa, of course.  This assumption is not always valid, but for simplifying the methodology, we will accept it as normally valid and be careful to note any specific risks for which it is not valid.   Using this assumption, one then needs to establish a set of generic risks appropriate to the specific project.  This set of risks should be comprehensive enough to allow all types of specific risks to be assessed.  There are numerous checklists available to aid in developing such a list.  An example set of generic risks is shown in Table 4.  

Table 4.  Examples of Generic Risks

	
	

	Cost Development
	Schedule Development

	Requirements variability
	Design and Engineering Maturity

	Technology Maturity
	Transportation Complexity

	History/Experience
	Component Maturity

	Fabrication resources
	Testing Required

	Methodology and Process Maturity
	Development Support Resources

	Personnel
	Hardware and Software Interfaces

	Logistics Requirements
	Facility/Site Resources 

	Data Requirements
	Integration Environment and Resources


Once this set of generic risks is completed and approved, a set of Likelihood Level Statements for each of them must be developed.  These Likelihood Level Statements incorporate the maturity of the process, the level of the design, the build level of the hardware, etc., for each risk.  Examples are shown in Table 5.  In this example there is a five level set of statements, but you can use any number.  This five level set was chosen because a 5X5 matrix is used for the final risk assessment procedure.  One can also use different likelihood percentages for each Level.  

Table 5.  Examples of Non-Weighed Likelihood Level Statements

	Technology Maturity
	

	Level 5 – Highly Likely

(>95%)
	Pre-Concept – Scientific research is required and no supporting technology base is available.

	Level 4 – Likely

(70-95%)
	Concept. Documented design meeting functional requirements is complete


	Level 3 – Possible

(35-70%)
	Engineering Model/Breadboard. Functional hardware model has passed performance/functional tests for component maturation


	Level 2– Unlikely

(5-35%)
	Prototype. Fit, form, and function have been demonstrated by a technically analogous hardware component. Prototype passed qualification & acceptance tests.


	Level 1– Very Unlikely

(<5%)
	Operational. A technically identical (but not necessarily physically identical) hardware item is currently operational and deployed in an environment similar to XXX


	
	

	Personnel
	

	Level 5 – Highly Likely

(>95%)
	No approved plan to staff the development activities exists


	Level 4 – Likely

(70-95%)
	An approved plan exits to staff the development activities, but sufficient personnel are not available


	Level 3 – Possible

(35-70%)
	Sufficient personnel exist, but have less than one year average experience.


	Level 2– Unlikely

(5-35%)
	Sufficient personnel are available with average experience exceeding one year and are functioning as a team


	Level 1– Very Unlikely

(<5%)
	Sufficient personnel are available and have created similar hardware and have experience on XXX items



If you need to be more specific in your risk assessment, you could determine a weighing factor for each of these risks and Likelihood Level statements.  This can be accomplished by use of one of several tools, such as simple multivoting or the Analytic Hierarchy Process.  Table 6 shows how the same risks and Likelihood Level statements 
might look after having weighing factors applied.

Table 6:  Examples of Weighted Likelihood Statements

	Technology Maturity
	

	0.92
	Pre-Concept – Scientific research is required and no supporting technology base is available.

	0.75
	Concept - Documented design meeting functional requirements is complete.


	0.50
	Engineering Model/Breadboard - Functional hardware model has passed performance/functional tests for component maturation.


	0.36
	Prototype - Fit, form, and function have been demonstrated by a technically analogous hardware component. Prototype passed qualification & acceptance tests.


	0.20
	Operational - A technically identical (but not necessarily physically identical) hardware item is currently operational and deployed in an environment similar to XXX


	
	

	Personnel
	

	0.65
	No approved plan to staff the development activities exists


	0.45
	An approved plan exits to staff the development activities, but sufficient personnel are not available


	0.32
	Sufficient personnel exist, but have less than one year average experience.


	0.19
	Sufficient personnel are available with average experience exceeding one year and are functioning as a team


	0.05
	Sufficient personnel are available and have created similar hardware and have experience on XXX items



Use of weighing factors would enable you to use a true Likelihood times Consequence formula to come up with a risk exposure number.  It does take more time to establish, but provides a comparable and justifiable quantitative figure.  

Consequence Definitions

Using this methodology also requires you to establish a set of consequence definitions that matches the level of comparison you are trying to achieve.  It is easiest to use the single consequence statement that connects performance, cost and schedule.  An example of this type of consequence set is shown in Table 7.  

Table 7.  Example Non-Weighed Consequence Set

	5
	Catastrophic - Failure to meet the objectives would result in significant non-achievement of Key Performance Parameters, or Program derivatives of them.  The failure could not be recovered in subsequent project phases without significant cost (>20% of Program budget, or $5M, whichever is greater) or schedule impact (> 10 months to critical path), or equivalent combination thereof. 


	4
	Major - Failure to meet the objectives would degrade the system below the Key Performance Parameters, or project derivatives of them. The failure could be recovered in subsequent project phases with moderate cost (10-20% of Program budget, or $1-5M, whichever is greater) or schedule impact (6-10 months to critical path), or equivalent combination thereof. 


	3
	Significant - Failure to meet the objectives would result in degradation of secondary performance requirements or a minimal to small reduction in performance. The failure could be recovered in subsequent project phases with minimal cost (5-10% of Program budget, or $500K – $1M, whichever is greater) or schedule impact (3-6 months to critical path), or equivalent combination thereof. 


	2
	Minor - Failure to meet the objectives would result in minimal degradation of secondary requirements.  No reduction in performance. Impact to cost (<5% of Program budget or < $500K, whichever is greater) and schedule is minimal (< 3 months), or equivalent combination thereof. 


	1
	Negligible - Failure to meet the objectives would create insignificant impact on secondary performance requirements. No cost or schedule impact. 



To use this in a quantitative formula, you could establish specific weighing factors for each consequence level.  For example, 5 could equate to .95, 4 to .75, 3 to .55, 2 to .35 and 1 to .15.  

Ranking Risks

With this set of Risks, Likelihood Levels and Consequences, each risk assessor now must assign specific ones to their risk.  As the assessor decides which risks are appropriate to their situation, they must also justify why they chose a certain Likelihood Level and Consequence.  Using predefined and accepted factors for risk assessments and requiring justifications enables (forces) assessors to be more objective.  Once each assessor has completed assigning a specific set of Likelihood Levels and Consequences to their risk, you can now use either a 5X5 matrix or a quantitative formula to establish a Risk Level.  This risk level is unique to each risk and can then be compared to all other risk levels.  In comparing risks within a project or across multiple projects, each of these decisions, along with the associated justification statements, can be reviewed by management to determine if they agree with the assessment.    Figure 8 shows one possible 5X5 matrix useful for ranking risks.
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Figure 8  Risk Ranking Matrix Example

2.3.5.3  Probabilistic Risk Assessment

Probabilistic Risk Assessment (PRA) as an analytical tool includes consideration of the following:

· Identification and delineation of the combinations of events that, if they occur, could lead to an accident (or other undesired event); 

· Estimation of the chance of occurrence for each combination; and 

· Estimation of the consequences associated with each combination. 

As practiced in the field of nuclear power, PRAs generally focus on accidents which can severely damage the power plant's reactor core (containing the largest amount of radioactive material in the plant) and can also challenge the surrounding containment structures, since they pose the greatest potential risk to the public. This technique, or related risk assessment techniques, can be used, however, in the evaluation of all aspects of the fuel cycle, from fuel fabrication to high- level waste disposal. The PRA integrates into a uniform assessment tool the relevant information about plant design, operational practices, operating history, component reliability, human performance, the physical progression of core-damage accidents, and the potential environmental and health consequences in as realistic a manner as practical.

Probabilistic Risk Assessment accounts for certain processes and phenomena that may have never occurred, or may occur infrequently, and may involve severe conditions that are difficult to replicate in experiments.  Similarly, data on component or human behavior may not be available insufficient quantities or for the circumstances of concern. Therefore, the results are inherently uncertain.  PRAs illuminate these uncertainties and provide a way of considering them in decisions.  The degree to which a detailed uncertainty analysis may be required will vary with the nature of the decision involved. Thus, analyses which depend only on the ability to separate the important from the obviously unimportant (e.g., prioritizing inspection efforts) may require only a general understanding of the magnitude of the uncertainty.  Other applications, such as decisions regarding plant backfits, may require detailed uncertainty analyses.  Application of PRA methods has become a powerful tool in the nuclear industry, where the use of this concept has been endorsed by the US Nuclear Regulatory Commission in Regulatory Guide 1.174.  

Many PRA methodologies make use of event sequence diagrams to analyze the sequence of events that are likely to happen given that a failure has occurred.  Such event sequences are the basis for risk mitigation strategies that may be employed to avoid the consequences of a failure.  Conventional methods applied to these diagrams are based on Markov chain models.  Such models assume that the transitions from state to state occur instantaneously, when, in fact, transitions take some time to occur in many systems.  Recent research has turned to the use of semi-Markov chain models to account for the distribution of transition times.  Semi-Markov chain models contain a Markov chain, which describes the stochastic transitions from state to state, and transition or ‘sojourn’ times, which describe the duration that the process takes to transition from state to state. 

Use of Probabilistic Risk Assessments

Other major uses of PRAs are for environmental and health risk assessments.  However, care must be taken to ensure that the assessments are being accomplished correctly and effectively.  For example, the US EPA
 has eight conditions to be satisfied “to ensure high quality science” when risk assessments using probabilistic analysis techniques (including Monte Carlo analysis) are submitted to them for review and evaluation. These conditions, related to the good scientific practices of transparency, reproducibility, and the use of sound methods, are as follows: 

· The purpose and scope of the assessment should be clearly articulated in a "problem formulation" section that includes a full discussion of any highly exposed or highly susceptible subpopulations evaluated (e.g., children, the elderly). The questions the assessment attempts to answer are to be discussed and the assessment endpoints are to be well defined. 

· The methods used for the analysis (including all models used, all data upon which the assessment is based, and all assumptions that have a significant impact upon the results) are to be documented and easily located in the report. This documentation is to include a discussion of the degree to which the data used are representative of the population under study. Also, this documentation is to include the names of the models and software used to generate the analysis. Sufficient information is to be provided to allow the results of the analysis to be independently reproduced. 

· The results of sensitivity analyses are to be presented and discussed in the report. Probabilistic techniques should be applied to the compounds, pathways, and factors of importance to the assessment, as determined by sensitivity analyses or other basic requirements of the assessment. 

· The presence or absence of moderate to strong correlations or dependencies between the input variables is to be discussed and accounted for in the analysis, along with the effects these have on the output distribution. 

· Information for each input and output distribution is to be provided in the report. This includes tabular and graphical representations of the distributions (e.g., probability density function and cumulative distribution function plots) that indicate the location of any point estimates of interest (e.g., mean, median, 95th percentile). The selection of distributions is to be explained and justified. For both the input and output distributions, variability and uncertainty are to be differentiated where possible. 

· The numerical stability of the central tendency and the higher end (i.e., tail) of the output distributions are to be presented and discussed. 

· Calculations of exposures and risks using deterministic (e.g., point estimate) methods are to be reported if possible. Providing these values will allow comparisons between the probabilistic analysis and past or screening level risk assessments. Further, deterministic estimates may be used to answer scenario specific questions and to facilitate risk communication. When comparisons are made, it is important to explain the similarities and differences in the underlying data, assumptions, and models. 

· Since fixed exposure assumptions (e.g., exposure duration, body weight) are sometimes embedded in the toxicity metrics (e.g., Reference Doses, Reference Concentrations, unit cancer risk factors), the exposure estimates from the probabilistic output distribution are to be aligned with the toxicity metric. 

2.4  Risk Handling

Risk Management does not end when the assessment is complete.  The next task is deciding what to do about each of the assessed risks; some might be acceptable with no further actions (low risks), others may require that contingency actions be developed in case they occur, and others may require that actions be taken to reduce the likelihood of occurrence or the consequence to an acceptable level.    There will be situations that do not involve simple choices between clearly perceived alternatives.  Some situations involve a whole series of interrelated issues that have to be faced and no one option is a clear choice.  

Handling options typically include risk avoidance, transfer, control or assumption.  

· Risk Avoidance - Avoiding the risk is removing the root cause. An example is changing the requirements to a level that lowers risk to an acceptable level, but still meets the user's needs. 

· Risk Transfer - Transferring the risk is moving it to another entity to achieve an overall reduction in Program risk.  An example is reallocating design requirements to those system elements that can achieve the overall requirements at a lower risk level.

· Risk Control - Risk Control is the most widely used Risk Handling technique. Risk Control is taking active steps to minimize the risk’s impact on the program, either by reducing the likelihood of its occurrence or by minimizing the consequence.  An example is providing specialized training to personnel to enhance their understanding of a particular technology.

· Risk Assumption - Assuming the risk is accepting it without engaging in any special effort to mitigate, manage, plan for, insure against or otherwise address the risk.   A possible choice is to have a contingency plan developed for all High and Moderate risks that are assumed.
There is a tendency in many projects to select Control as the risk handling option without seriously considering the other options.  This is unwise, since control may not be the best option or even an appropriate option in some cases.  An unbiased assessment of all risk handling options should be performed to determine the most appropriate one or combination.  

A structured approach for developing a risk handling strategy should be used.  The risk handling option(s) is chosen first and then specific implementation actions are described.  For each evaluated risk event, all potentially applicable options and actions should be identified and evaluated using the flowing criteria:

· Risk thresholds - The level of risk that is acceptable to the organization

· Feasibility – Do you have the ability to implement the option

· Cost and schedule implications – How do these actions affect project costs and schedules

· Effect on the system’s technical performance or quality – How do these actions affect functionality

· Benefits – Are the benefits achieved by these actions higher that the costs
· Coupling and compounding consequences - Insure that any mitigation/contingency actions for one risk does not induce additional risk in another area or increase another risk
· Impact on future plans 

· Consistency with other activities

Document your evaluation considerations and decisions.  Once the risk handling option(s) and actions have been selected and approved, a set of program management indicators (metrics) should be developed to provide feedback on progress and effectiveness.  These indicators should consist of cost and scheduling data, technical performance measures and project metrics.  An example set of Risk Mitigation activities possible for some software risks are provided in Table 8.

Table 8: Risk Mitigation Techniques For Top Software Risks

	Risk Area
	Possible Mitigation Actions

	Personnel shortfalls
	Staffing with top talent, team building, training, tailoring processes to skill mix, detailed technical reviews.

	Unrealistic schedules and budgets 
	Detailed multisource and outside cost and schedule estimation, do what can fit in budget/schedule, software descoping, software reuse, add more budget/schedule.

	Stability of external or off-the-shelf- software
	Qualification testing, benchmarking, inspections, reference checking, compatibility analysis.

	Requirements mismatch
	Mission analysis (current and desired operations), user surveys, prototyping, early user manual, and incremental development.

	User interface mismatch
	Prototyping, user characterization (functionality, style and workload), usability laboratories

	Architecture, performance, quality
	Architecture reviews, modeling and simulation, benchmarking, prototyping, tuning

	Requirements changes
	Design for change, high change threshold, strict change control, incremental development

	Undocumented Legacy software
	Legacy software assessment, reverse engineering, encapsulation, reengineering, outsourcing, incremental phase-out

	Externally performed tasks
	Reference checking, pre-award audits, award-fee contracts, competitive design or prototyping, team building

	Straining Computer Science Capabilities
	Technical analysis, cost-benefit analysis, prototyping, reference checking

	Contractual Sharing of Risk
	The type of contract chosen and the congruency between a contract’s terms and conditions and whatever risk sharing arrangement is adopted have a direct bearing on the effectiveness of risk management and cost, schedule and performance
.  


Once a specific handling option(s) has been chosen and necessary actions developed, a Risk Handling Plan should be developed to document all work efforts.  The scope and scale of the Risk Handling Plan will vary according to the size and complexity of the risk and the chosen actions to handle that risk.  The Plan should set out the approach and the procedures for accomplishing the chosen option.  As a general guide, a Risk Handling plan should contain the following:
· Risk Mitigation Plan:

· Clear statement of the potential risk event being addressed.

· Alternative approaches evaluated to handle the risk.

· Specific actions chosen to mitigate the risk.

· Implementation impact statement (cost/schedule/technical)
· Projection of risk level reduction effects of each action. 
· Criteria for closure of this risk activity

· Metrics that allow status to be evaluated.

· Risk Contingency Plan:

· Clear statement of the potential risk event being addressed.

· Alternative approaches evaluated to handle the consequence.

· Specific actions chosen to handle/mitigate the consequence.

· Key Trigger Events/Milestones 

· Implementation impact statement (cost/schedule/technical).

· Projection of consequence reduction effects of each 
action.

· Metrics that allow both Key Trigger Events and status after event occurrence to be evaluated.

· Risk Avoidance or Transfer Plan

· Clear statement of the potential risk event being addressed.

· Alternative approaches evaluated to handle the risk.

· Specific actions chosen to avoid or transfer the risk.

· Implementation impact statement (cost/schedule/technical).

· Projection of risk level reduction effects of each action.

· Metrics that allow status to be evaluated.
Dealing With Low Likelihood/High Consequence Risks

In most projects, some risks will be assessed as Low Likelihood of Occurrence and High Consequence.  The Handling option chosen for many of these events will probably be Assumption, since trying to control them makes little economic sense.  However, each such risk should be evaluated to determine if a Contingency Plan should be developed to minimize the high consequence if the event should occur.  

2.5  Risk Monitoring

Having assessed your risks and decided how to handle the most important ones, it is necessary to continuously monitor all changes in circumstances that could affect the risk either by making it more or less likely to occur or altering its effect.    This is usually accomplished by the maintenance of a Risk Watch List and Risk Data Base (either manually or using a software application) and reporting from Risk Owners.  Reporting on risks is an important aspect of any risk management process and should be rigorous enough to ensure that each risk and its overall handling plan is continuously under review and developing situations do not go unnoticed until it is too late.  Monitoring continues throughout the project life cycle and aids in developing further Risk Handling options or executing risk mitigation/contingency plans, as appropriate.

As noted in the Risk Planning section, the initial establishment of a management indicator system that provides accurate, timely and relevant risk information in a clear, easily understood manner is the key to risk monitoring.  Note that risks and their significance change over time.  Every action taken, or not taken, changes the basic facts each risk is derived from.  Continually monitoring risks and reassessing their potential impact is essential for appropriately managing risks.

An efficient and effective Risk Monitoring Program will: 

· Provide visibility into how well the program is performing compared to planned performance.

· Provide early detection or indication of problems requiring management attention (not risks, problems).

· Support program impact assessments caused by proposed changes or possible alternatives.

· Explain why the system performs the way it does.

· Show what actions are resulting in true improvement.

· Show that the established procedures are being followed and adhered to.

· Show where the process or design can be improved.

There are no specific metrics to be used for risk monitoring; each situation and plan may have its own requirements for metrics.  In most cases, already existing metrics being collected should suffice for accomplishing risk monitoring.  Metric types chosen should be able to address individual risks and/or risk groups, overall project summaries, profiles, trigger points and trends and contractual requirements.  However, any risk metrics chosen should provide the information necessary for management to make sound decisions, the information necessary to effectively operate the project risk process and visibility and communication between project personnel and project management.  The key to an effective monitoring process is to establish a cost, schedule and performance management indicator system over the entire project that senior management can use to evaluate the status and health of the project and the risk management process.  Table 9 provides some possible monitoring techniques.

Table 9:  Possible Risk Monitoring Techniques

	Technique
	Description

	Earned Value
	Using standard cost/schedule data to evaluate performance.  It can provide a basis for determining if risk handling actions are achieving expected results.

	Technical Performance Measurement (TPM)
	Provides values of essential performance parameters.  It can provide an assessment of effects of risk handling actions.

	Project Metrics
	Formal, periodic assessments of all processes versus project objectives.  It can monitor corrective actions on the risk process.

	Test and Evaluation
	Monitors the performance of selected risk handling options.

	
	

	
	

	
	

	
	

	
	


3.0  Risk Process Implementation 

There is currently a broad consensus on the fundamentals and potential benefits of project risk management when it is conducted within a mature and effective process and supported by a comprehensive infrastructure.  The core elements of project risk management are known and used, and some organizations are seeing the benefits of implementing risk processes within their projects and wider business.  The value of a proactive formal structured approach to managing risks and uncertainty is widely recognized, and other organizations are seeking to introduce risk management into their organizational and project processes in order to gain the potential benefits.  But despite the increasing consensus on the value of risk management, effective implementations of risk management processes into organizations and projects are not common.  Those who have tried to integrate risk management into their project management processes have reported differing degrees of success, and some have given up the attempt without achieving the potential benefits.  In many of these uncompleted cases, it appears that expectations were unrealistic, and there was no clear vision of what implementation would involve or how it should be managed.  Organizations attempting to implement a formal structured approach to risk management need to treat the implementation itself as a project, requiring clear objectives and success criteria, proper planning and resourcing, and effective monitoring and control.  In order to define the goals, specify the process and manage progress, it is necessary to have a clear view of the organization’s current approach to risk, as well as a definition of the intended destination.  The organization must be able to benchmark its present maturity and capability in managing risk, using a generally accepted framework to assess current levels objectively and assist in defining progress towards increased maturity.  The following paragraphs outline some of the impediments and lessons learned in attempting to implement risk management into a project’s management processes.   

3.1  Common Barriers

The most common barriers to effective implementation of Risk Management are:

· Organization or project culture.

· Technical arrogance and individualism of the staff.

· Being perceived as non-value-added.

· Information ownership linked to personal power.

· Lack of proper understanding of the advantages of Risk Management.

· Shoot the Messenger Program Manager approach.

· Assuming that “There is no risk in the Project” and not allowing any other message. 
· Inclination of Project Managers to believe that they have always been doing risk management.
· Lack of an effective decision-making mechanism.
Cultural Impediments

Risk management is a policy-based game in which the rules must be socially negotiated within the context of a specific organization or project.  It must fit within the existing organizational culture.  Each organization and project has an already established risk attitude that must be taken into account when planning for and implementing a risk management process.  The risk attitude is an organization's or project's attitude toward risk.  There are at least three risk attitudes that are possible:
· Risk-averse:  This is shown by a conservative attitude with a preference for secure payoffs.  Risk-averse people enjoy facts more than theories, and support established methods of working.   

· Risk-seeking:  This is shown by a preference for speculative payoffs, and make good entrepreneurs and negotiators.  Risk-seeking people are adaptable and resourceful, enjoy life and are not afraid to take action.  

· Risk-neutral:  This is shown by a preference for future payoffs.  People who are risk neutral think abstractly and creatively and envisage the possibilities. They enjoy ideas and are not afraid of change or the unknown.
In addition to understanding the risk attitude of the project, one must also ensure that risk information is used.  No management process will survive for long if it becomes apparent that senior management has little real interest in it.  Senior management should take personal interest in the introduction and working of the risk management process.  Support needs to be visible and timely, and above all senior management should take an interest in the outputs of the risk management process and become involved in significant decisions that are required.  

Effective Decision-Making Mechanism

No risk management process will be effective if there is no mechanism for effective decision-making when risks arise.  Risk management will only be effective if proper actions are carried out in a timely manner.  Obvious as this may seem, risks that are clearly seen and could, with the appropriate actions, be avoided can turn into problems because the actions recommended were not taken at the right time.  This is a failure of decision-making and can have its roots in:

· Organizational culture - a culture that places a heavy penalty for what is perceived as wrong decisions can result in no decisions at all with the result being a prolonged drift, event left to chance and a defensive attitude founded on excuses.  

· Organizational structure - a structure that places responsibility for success without the required authority to act, particularly if significant resources are involved, can result in a laborious decision-making process that fails to take actions that can mitigate or avert a risk before it becomes a problem.

· Paralysis by analysis - results for a general lack of confidence in being able to see the way ahead with any clarity.  It can also arise in a complex project situation that has many competing and powerful interests.

Shoot the Messenger Approach

Meetings at which those responsible for handling risk issues can discuss the situation and formulate strategy are a vital feature of effective risk management.  Regardless of the format and formality of such meetings, it is important that the discussion be free and open and individuals reporting on difficulties are not subject to criticism from peers or management.  Risk, more that any other aspect of management, has an emotional aspect to it and few can be totally objective about risks.  A rise in the likelihood of a risk becoming a problem may hold fears for the people responsible for the developing situation.  It needs to be recognized that risk is a matter of general concern and that team support is more effective than threats.  A climate of blame leads to a culture that conceals or does not admit to risks existing until it is too late and the effects become all too apparent.  

Being Value-Added

It is one thing to propose a system and implement it, but to maintain it and gain general acceptance it must generate results that are seen to be valuable.  This aspect requires considerable thought as whatever system is proposed must address the specific issues within the project that are seen to pose the greatest risks or help solve the most pressing problems.  This can vary considerably from project to project and need not concern the risks themselves.  The way in which the risk issues are depicted and communicated is a vital aspect of the success of the system.  People engaged in the project must be able to see that whatever approach is implemented generates something of value to the progress and stability of the project.  It is the aim of the Project Manager and the Risk Management team to ensure that information being fed into the risk identification and assessment steps is objective, realistic and not being distorted for political or personal agendas.  

Technical Arrogance and Non-Understanding of Risk

The question of appropriateness and value leads directly to the design of the risk process procedures and the organization created for facilitating and coordinating the process.  The subject of risk is one of the most intellectually challenging in the whole of project management.  Risk Management contains terms that have specific meanings, can involve esoteric mathematical concepts and deals with uncertainty.  Some may feel that risk assessment is at best mumbo-jumbo and others may feel that their competence and abilities are being challenged or denigrated.  The best counter to these difficulties is proper education and training.  All project personnel need to understand the relevant concepts and know what their roles are and what is expected of them.  Project personnel must recognize and understand the aims and objectives associated with risk management and it must be demonstrated, through a process of education and consultation, that the established procedures will work and the project will benefit from doing them.  

4.0  Risk Process Maturity 

Numerous efforts have been made by risk management practitioners, professional associations and standards bodies to devise a general process for managing risks in projects and operations.  Although no standard has been universally accepted, application guides have been developed.  Table 10 notes many of these currently being used in various areas.

Table 10 Risk Management Guides and Standards

	Standard
	Used In

	Risk Management Standard
	This Risk Management Standard is the result of work by a team drawn from the major risk management organizations in the UK - The Institute of Risk Management (IRM),The Association of Insurance and Risk Managers (AIRMIC) and ALARM The National Forum for Risk Management in the Public Sector.
http://www.theirm.org/publications/documents/Risk_Management_Standard_030820.pdf

	AS/NZS 4360:1999 (Australian/New Zealand Standard)


	The AS/NZS 4360 is an internationally accepted risk management standard.  The Standard provides a generic guide for establishing and implementing the risk management process involving identification, analysis, assessment, treatment and continuous risk monitoring. 

www.standards.co.nz or www.standards.com.au 

	COBIT
	The COBIT (Control Objectives for Information and Related Technology) framework was released in 1996 and updated in 1998 and 2000 by the Information Systems Audit and Control Foundation (ISACF) in response to the need for a reference framework for security and control in information technology. In 2000, the IT Governance Institute and ISACF developed the Management Guidelines for COBIT. These guidelines respond to a need by Management for control and measurability of IT, for the purpose of ensuring that IT activities achieve business objectives.

	AS/NZS ISO/IEC 17799:2000
	ISO 17799 is a risk management code of practice framework for Information Systems security developed by the International Organization for Standardization. The standard specifies requirements for establishing, implementing and documenting information security management systems. It is a comprehensive set of defined risks and controls comprising of best practices for effective security management for inter departmental and/or inter organizational dealings.  

http://www.iso.ch/iso/en/ISOOnline.frontpage

	IEEE 16085 and ISO/IEC 16085
	IEEE 1540 standard, which addresses risk management during software development, operations and maintenance, is being revised so it aligns with existing ISO/IEC software engineering standards.  The revised standard will be titled, "Software Engineering: Software Life Cycle Processes, Risk Management." 

	NS5814:1991, Krav til Risikoanalyser".
	Norwegian Standard

	BS8444-3:1996, Risk Management - Part 3: 
	British Standard, guide to risk analysis of technological systems

	CAN/CSA-Q850-97:1997.
	National Standard of Canada.  The standard is designed as a decision process and provides a systematic methodology for identifying, analyzing, evaluating, controlling and communicating about risk. Recently CSA-Q850 has been incorporated into Federal Regulations related to the provision of air navigation services in Canada. A not-for-profit, commercial entity NavCanada has been created as the service provider, while the Federal Regulator, Transport Canada has maintained regulatory oversight. Both the regulator, (Transport Canada) and the regulatee, (NavCanada) have adopted CSA-Q850 as the required methodology for identifying, analyzing and evaluating the changes in risk associated with any proposed reduction in current levels of air navigation services.

	ISO/IEC Guide 73:2002, Risk management -- Vocabulary -- 
	Guidelines for use in standards

	ISO 17666:2003, Space Systems -- Risk Management
	ISO 17666:2003 extends the requirements of ISO 14300-1, the principles and requirements for integrated risk management on a space project. It explains what is needed to implement a project-integrated risk management policy by any project actor, at any level (i.e. customer, first-level supplier, or lower-level suppliers).  ISO 17666:2003 is applicable to all space project phases, as defined in ISO 14300-1.  When viewed from the perspective of a specific programme or project context, the requirements defined in ISO 17666:2003 should be tailored to match the genuine requirements of a particular profile and circumstances of a programme or project.

	ISO 17776:2000 
	Petroleum and natural gas industries -- Offshore production installations -- Guidelines on tools and techniques for hazard identification and risk assessment.

	IEC 62198 - Project Risk Management - Application Guidelines
	Applicable to any project with a technological content. Provides a general introduction to project risk management, its subprocesses and influencing factors. Guidelines are provided on the organizational requirements for implementing the process of risk management appropriate to the various phases of a project.


The process advocated by all of these guidelines is similar and follows the general pattern detailed in this Section.  Organizations wishing to implement a formal approach to risk management or to improve their existing approach need a framework against which to benchmark their current Risk Management practice.  “Best Practice” benchmarks are usually defined in terms of maturity, normally reflecting increasing levels of sophistication together with other features.  Reference 1 provides a maturity model that is useful for assessing the maturity of any risk management process.  It describes a Risk Management Maturity Model (RMMM) with four levels of capability maturity, each linked to specific attributes.  Organizations and projects can use this model to assess their current level of risk management capability maturity, identify realistic targets for improvement, and produce action plans for developing or enhancing their risk management capability maturity level.  This is a maturity model that is very simplified and designed to quickly target weaknesses but not to be so formal that it would become a constraint or overly invasive.  

5.0  Risk Management Tools

There are many new tools available to support the risk management area. Please check with the INCOSE www Tools Working Group database, talk to Tools Working Group members, based on leads you will find through the INCOSE www Home Page, and do a search on the www for others. Some examples are Enterprise Risk and Opportunity System (EROS), Active Risk Manager (ARM), Risk Track, Risk Radar, and Expert Choice.  A number of commercial decision tree software packages exist that have been around for some time. Some of these have links to spreadsheet and other applications. Examples are Supertree by Strategic Decision Group and DPL by Applied Decision Analysis. These packages require familiarity with decision analysis methods.

@RISK by Palisade Corporation is an add-on for Lotus® 1-2-3® and Microsoft® Excel spreadsheets. It adds 30 probability distribution function and Monte Carlo methods, graphics, and statistical analysis to these common spreadsheets.  Further information is available at www.palisade.com.

PERK by K & H Project Systems Limited is a commercially available software package for microcomputers, including the IBM PC family. PERK implements the controlled interval and memory (CIM) extensions to decision analysis.
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RIAS by Davion Systems is a full-capability risk management tool providing risk data capture, risk analysis, response action tracking and monitoring & control.  RIAS allows you to track cost and schedule effects and up to four additional areas which you can specify. Each risk effect that you elect to track can have its own user-definable scale, and each risk effect for each risk can be assigned a numerical rating. The individual ratings determine the overall risk impact.  Further information is available at www.davion.com.

Active Risk Manager by Strategic Thought - The Active Risk Manager system was launched in 2001 and was the first web-based, enterprise risk management system to market. Today, it has been proven in the world's largest global projects and corporations.  Active Risk Manager provides a scalable, enterprise-wide risk management solution that provides information at the right time in a secure fashion. Active Risk Manager is a comprehensive and proven enterprise risk management solution available for identifying, assessing, managing, controlling and communicating risk in compliance with project and operational initiatives, corporate governance standards and regulatory requirements.  Further information is available at  www.strategicthought.com.

Enterprise Risk and Opportunity System by CMRS Group – EROS is a complete enterprise-wide risk and opportunity system. It enables programme managers and project managers to manage risks and opportunities effectively and proactively.  EROS allows users to apply a structured risk management culture across an extensive programme of projects. It is pro-active and intuitive. It also has an enterprise-wide capability that allows for the extensive use of e-mail and browsers.  Further information is available at www.cmrs-group.com.
Another type of software tool to consider is decision support software (DSS), such as Demos by Lumina Decision Systems for the Apple Macintosh and CriteriumTM by SygenexTM for the IBM PC-compatible. DSS tools allow one to structure the goals, criteria, and alternatives of a decision, rate the decision components, and determine the results.
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References 10 and 11 are both excellent introductions to decision analysis. [Raiffa] has a more mathematical treatment than [Schlaiffer]. Often the relevant uncertainties in a decision problem are continuous in nature; however, decision trees require discrete probability distributions. Simple methods exist for making discrete continuous distributions.

Reference 15 contains an interesting case study that analyzes the decisions to be made by a captain whose warship is being approached by an unidentified airplane in a war situation. The approaching airplane could either be an attacking enemy plane or a damaged friendly plane trying to get close enough for the pilot to ditch and be rescued. The possible outcomes are analyzed as the basic scenario is modified.





































































































































� Note that the term iso-risk does not imply any connection to the International Standards Organization (ISO). The prefix iso in this context simply means constant value.





� POLICY FOR USE OF PROBABILISTIC ANALYSIS IN RISK ASSESSMENT at the U.S. Environmental Protection Agency May 15, 1997, � HYPERLINK "http://www.epa.gov/osp/spc/probpol.htm" �http://www.epa.gov/osp/spc/probpol.htm�





� A good source of information for determining which contract type to adopt given the results of a risk assessment is Federal Acquisition Regulation (FAR) part 16.  Although the FAR is not written in “risk terminology”, there is a close tie between its discussion and the lexicon of risk management.  The general discussion in FAR Part 16 regarding fixed price versus cost-reimbursable contracting can easily be interpreted from a risk management perspective.  Use of incentives, for example, should be aligned with the risk sharing arrangement of a contract.  A project’s risk assessment should be a key determinant of what type of contract should be used and also the nature and magnitude of any contractor incentive program as well.  
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