DRAFT - Problem Discussion - DRAFT
Please review and comment as you see fit.  This content will be transformed into online web content, with links into the rest of the contributions and fundamentals.  Items in italics are requests for more information.

1.  Statement of the Problem: What techniques are available to aid in determining probability of risk events? How do you know which one to use given your circumstances?  How do you know if you’ve implemented it correctly?

2.  Background: This problem originated from Gerry Freisthler, the former DPM for the F22 program office.  He mentioned this problem had had a big impact on cost & schedule and that it was always hard to come up with accurate probabilities.  The issues involved centered the selection of the appropriate probability technique for the circumstances, and more importantly, it was difficult to know if they had done a good job on determining probability.  They usually had to wait for the future to determine if it was done correctly.  This issue was discussed and elaborated in the RM community meeting on 13 December 2001.

3.  Symptoms: This issue is problematic in a number of Risk Management process phases:  

· Planning Phase: The selection of a probability technique is relevant in the planning phase, when the approach for determining probability of risk events is first detailed. The Risk Management Plan should state your strategy for determining probability for risk events.

· Assessment Phase: The assessment phase is where the probability determination actually takes place.

· Handling Phase: The handling phase is affected because the probability determination evaluations in the assessment phase direct the handling priorities and the overall level of effort to address the risk events.   

· Monitoring Phase: The monitoring process, while not directly affected, allows us to understand whether or not the probability was correctly determined.

4.  Inputs to Determining the appropriate Probability Technique: The determination of the appropriate probability technique is only relevant after the appropriate actions have been taken.  Please list any additional items that must be in place prior to selecting the appropriate probability technique.
· Open Discussion of Risk Events. There are many projects that have real trouble opening the discussion of risk events.  If, for instance, a project is embedded in an environment where a risk is seen as something that negatively impacts the program instead of something that needs to be mitigated, very few real risks will be identified.  This is particularly true when discussing organizational risks.  Organizational risks can lead to clear cost, schedule and performance impacts but are usually more difficult to quantify and discuss openly. 

· Quality of Risk Events is critical.  To determine probability, you must have accurate Risk Events grouped into relevant risk categories.  This relates to the risk identification process.  If you have identified inaccurate risk events, then regardless of the probability technique chosen, the mitigation will not be successful.  

· Are you looking at the Probability or the Consequence? Clarify that you are looking at the probability of the event occurring versus the consequences/likelihood of impact. The probability technique only aids in determining the probability of the event occurring, and not in gauging the consequences of the impact.

· KPPs must be in place: KPPs are specified in the ORD and certified by the Joint Requirements Oversight Council (JROC) as critical system parameters.  A KPP is that capability or characteristic so significant that failure to meet the threshold can be cause for the concept or system selection to be reevaluated or the program to be reassessed or terminated.  KPPs are included in the Acquisition Program Baseline (APB).  If these are not in place, it is virtually impossible to do a risk assessment of the program.  If Risk Planning is being done early enough in the program lifecyle, it is possible that a complete ORD isn’t yet available and/or approved.  But, when the KPPs have been established, this should cause a review of the current risk assessment.

· Please verify if this is accurate. Max Kovel touched on this, and there appeared to be widespread disagreement.

5.  Qualitative or Quantitative Approach?:   This is the key decision for determining the appropriate Probability Technique. Qualitative risk analysis is a process of assessing the probability/likelihood and consequence/impact of identified risks using ordinal or cardinal scales.  Quantitative risk analysis is a risk analysis technique that uses a single number to portray the risk associated with a particular event.   There are a number of factors that aid in determining which approach should be taken.  In many cases, a hybrid approach that involves both a mix of qualitative and quantitative risk assessment may be the best solution.  Factors involved in making this decision include: 

· Team Risk Skill Levels: The probability technique is based on the skill levels of the individuals on the team.  There should be a good sense of the skill levels of the POCs who will engage in probability determination.  Good quantitative risk analysis requires more skill on the part of the project/program.  A Program Manager will probably use qualitative risk analysis unless a very well qualified risk expert is on the team.  There are ways to use both techniques together, in which a qualitative approach is used up front, and is then followed by a quantitative approach.  See lessons learned below.
· Historical Data Availability: How much historical data do you have access to?  Historical data from past projects is very useful if it has similar technology, scope, duration and cost.   If you have accurate historical data, a quantitative approach for determining probability may be preferred.  However, getting accurate historical information is problematic.  Often contractors will not want to release this information both for fear of reprisal and for competitive advantage. 

· The intent is to link to Art Willoughby’s training course materials on Continuous Risk Management, which elaborates on the use of historical data (http://www.pmcop.dau.mil/pmcop/index.cfm?fuseaction=search.Knowledge&appID=1&kid=8).  Please let me know if you have other good sources to include.

· Modeling & Simulation Data Availability: Modeling and Simulation has been used to do RM.  If employed in a program, there is usually a large body of information that can be used for quantitative probability analysis.  If available, modeling and simulation data should be included.
· Please verify and elaborate.
· Is this an independent risk assessment or your own project?: If you are conducting an independent risk assessment, the probability technique chosen will often be associated with a larger process used for conducting independent risk assessment.

· I need more information here to determine if an independent risk assessment is more likely to be qualitative or quantitative in nature, and why.  Any help would be greatly appreciated.

· Individual Program/project or Portfolio?  Portfolio management, in which a set of programs is being rolled up and looked at in total, has different risk management needs than individual program risk management.  Portfolio risk management is at more of a strategic level, and may be attempting to quantify the probabilities from across the set of programs in the portfolio.  This implies a different level of analysis and precision.

· Need more elaboration here if possible.

· Organizational Culture Match: The method you choose should coincide with the culture of the organization.  If you are in a very “numbers” oriented culture, a quantitatively based, number approach may be better.  

· Examples would be helpful for this item.
6.  Types of Probability Techniques Identified:

	Quantitative
	Qualitative

	Monte Carlo Simulation
	

	Quantitative scoring matrix w/1 to 3 expert opinions
	Qualitative scoring matrix with 1 to 3 expert opinions

	Fixed Relationships
	Relative scale

	
	Variable relationships


· This is probably not a complete list.  If there are any glaring omissions, please let me know.  Also, if there is key information necessary to successfully apply these (aside from background information which we will link them to), please let me know.  

7.  Lessons Learned: To work this problem, there are a number of pertinent lessons learned which may apply to your situation: 

· Communication is the key to good RM: Good risk management relies on effective communication.  Feedback is necessary and critical to good communication.

· Organization Structured for effective RM: The PM will need to organize the program office and establish interaction with external organizations in order to manage risk. Risk management is an integral part of program management and not an additional or separate function to perform. Hence, separate personnel are not designated to manage risk, but rather all individuals are required to consider risk management as a routine part of their jobs.
· Use of expert opinion in material: This technique provides a means for collecting risk-related data from subject-matter experts and from people who are intimately involved with the various aspects of the program. It relies on “expert” judgment to identify and analyze risk events, develop alternatives, and provide “analyzed” data. The use of expert opinions should be important enough to expend project funds on to elicit outside subject matter experts and risk experts.  This includes experts in the use of Monte Carlo simulations.

· Take qualitative data and then quantify it:  In combining the two approaches, Qualitative risk analysis is generally performed first and quantitative analysis can, then, be used together with the qualitative analysis phase or used separately from it. One must first examine the qualitative data and then use quantification to determine the discovered risk's positions on the “do something” cue. The project’s schedule and budget are factors to consider when determining the need for performing qualitative or quantitative analysis or both. It is usually easier to perform quantitative analysis in these areas than in technical/performance. 

· BMDO uses this to take the qualitative info and move it to quantitative; they do this in their database tool.  Please elaborate if possible, Shawn.
· Good Risk Assessment involves Good Data Collection.  This is based on the maturity of the risk management process and the skills of the people involved.  Training your people is essential.  Also, interviews with stakeholders, SMEs and participants are essential to good data.

· How do I convince the boss to use this risk assessment content? Gather as much data as possible (technical, cost, schedule, political, etc) and provide a 'business case' to senior management.  If you have data, preferably quantitative but even qualitative, then it is possible to make a very strong case for senior management to take action based on your data.  Nothing always works, as these cases demonstrate, but a strong argument, based on technical and non-technical data is a big hammer.
8.  Pitfalls: There are many pitfalls associated with this problem.  The list below summarizes the main items to be aware of: 

· Only focusing on the top risk events.  It may be that the majority of the cost/schedule/performance impacts are in the lower risk events. When you only focus on the “top ten” you may overlook issues with the bottom ones never being addressed.  The totality of the lower risks may very well have the potential to kill the program.

· Paralysis by analysis.  At some point the dataset must be seen as complete.  

· Sacrificing Accuracy for Precision: – there is a danger in employing quantitative risk analysis techniques in which the data doesn’t lend itself to becoming extremely precise.  Quantitative risk analysis techniques can make the data seemingly appear extremely precise, yet if the data doesn’t support this, the output will be inaccurate, yet precise.  This provides misleading data from which to make key decision. 

· Mathematical operations should not be performed on scores derived from un-calibrated ordinal scales: One way to avoid this situation is to simply show each risk event’s probability/likelihood and consequence/impacts separately with no attempt to mathematically combine them. Other factors that may significantly contribute to the risk rating, such as time sensitivity or resource availability, can also be shown. The prioritization or ranking, done after the rating, should also be performed using a structured risk rating approach coupled with expert opinion and experience.
9.  Conclusion: How do you know if you did this correctly?: The final question Gerry asked was how did they know if they did the probability determination correctly.  A corollary to this is how do you know if it isn’t working. The community has come up with the following related responses:

· Gut feel.  You should look at the results of the risk assessment and see if they match gut feel.  If this doesn’t match your gut feel, chances are something may be wrong.  This also indicates that solid risk and program management experts are required to give good “gut” feels.

· When to Stop: Generally, one keeps going until the remaining risks all fall into the “acceptable” range.  Acceptable is a function of project criticality (human life, financial transactions), project size (resources available), corporate dependence (bet the company?), and public visibility (are you going to make the national news if it craters?).  Each program/project must weigh the risk/reward ratio and balance it against those factors.  There is no universal silver bullet.  
· We obviously need more data here.  Please add anything that we’ve missed.

