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PREFACE

This Guide supports the Business Process Re-Engineering (BPR) initiatives particularly in the Acquisition Management arena, and Acquisition Reform Initiatives mandated by the Department of Defense. As such, it is intended to be used in the development of a risk assessment strategy. This is the initial release of this guide. In that sense, this document will continue to be improved as the BPR development dictates.

The Acquisition Management Process is a key component of the Naval Aviation Systems Team’s integrated core processes which translates customer requirements into products that meet cost, schedule and performance expectations.  The process is founded on the premise that it is owned by a well educated and trained acquisition work force, encourages self-motivation and innovation, and adapts to changing environments.  It is characterized by greater insight through disciplined risk management, decreased oversight, partnerships with industry to leverage commercial best practices, and fully integrated, modern information technology.


Beneficial comments (recommendations, additions, deletions) and any pertinent data which may be of use in improving this document should be addressed to: Department of the Navy; Commander; Attn: Hank Hinkle, AIR 4.1C, Suite 2140, Bldg.2185; Naval Air Systems Command Headquarters; 22347 Cedar Point Rd, Unit 6; Patuxent River, Maryland; 20670-1161 or via E-Mail hinklehj@navair.navy.mil. 
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Chapter 1: Introduction

1.0 
History

Risk assessments have been performed within the Naval Air Systems Command for generations.  Review of the events associated with these assessments indicates that most, if not all, of the assessments were performed differently.  Reporting to the Program Executive Office has also been handled differently and has caused confusion over the level of risk reporting detail.  These concerns along with other cost savings initiatives have spurred the development  of a standardized risk identification, risk evaluation, and risk reporting process by the Acquisition Management Business Process Re-engineering Group. 

In order for the risk assessment process to work, it must become formal, systematic, and applied in a disciplined manner within the organization: in other words, institutionalized. That is not to say that all programs should require extensive formal risk assessments. It does mean that to obtain the maximum benefit from risk assessment, it must become a fully systematic process. There have been, historically, many different interpretations of risk assessment techniques/methodologies. The intent of this guide is to address these problems and thereby lay the groundwork for institutionalizing risk assessment. 

Most decisions, including the most simple, involve risk. Program decisions are heavily biased toward cost and schedule goals. While cost and schedule are understood, the impact of cost/schedule decisions as they relate to technical performance risk are usually not clear. Proper risk management requires a systematic approach to the identification of potential problems. The sizing and resolution of these potential problems can only help in the determination of choices, given certain causes and effects. In order to ensure that the approach is systematic, it would include the communication of risk as seen by each diverse technical function to the single decision maker in order to obtain the maximum program benefit in terms of performance, cost, and schedule. 

1.1 Scope

The DoD/SECNAV 5000 series, in general,  require program managers to establish a risk management program, provide continuous risk management, and determine how risks have changed. These requirements constitute a program consisting of risk identification, risk assessment, risk analysis and mitigation, and ultimately risk tracking.  This document addresses only the risk identification and assessment portions of these program requirements. This guide addresses "acquisition" and "program" risk identification and assessment which forms a major portion of an overall risk management program within the Naval Air Systems Command organization. This document does not preclude or infer program management actions but focuses only on risk assessment methodologies and practices as they relate to an overall risk management program.   Program management offices are charged with the responsibility of making decisions which inherently have an element of uncertainty. Risk Management is a continuous process. This process should be performed periodically (planned intervals), and continuously (On going activity/thought process).  In support of continuous risk management, this method serves as a risk program baselining tool and should be performed:

(1) to support Milestone decisions

(2) to support preliminary design review (PDR, critical design review (CDR), operational test readiness review (OTRR)

(3) to support proposal evaluations

(4) to support budget reviews

(5) to rebaseline risk status when a risk has been realized

(6) to rebaseline risk status when requirements change

(7) for events determined by the team

This process does not preclude independent risk assessment activities, but addresses a process that could be followed if such an approach is deemed appropriate by the program manager.  In reality the approach selected should be based on the program managers resource availability and risk management plan.  Although it is recommended that the process outlined within this guide provides a step by step process for identifying and assessing risks and can be executed in a manner agreeable to the program manager who is ultimately responsible for the program resources and schedule.  

This Risk Assessment Guide establishes a generic risk assessment process which can be tailored for use in a program-unique risk assessment. The program risk assessment approach developed from this guide will be used for identification and assessment of risks associated with Navy programs.   The remaining steps in risk management ("risk analysis and mitigation" and "risk tracking") are therefore not addressed within the context of this guide.

1.2 Understanding this guide

Acquisition risk is approached in this handbook from a holistic viewpoint. It is addressed as a single entity, consisting of different facets (technical, schedule and cost).  Within the context of this process, technical issues are the primary source of risk with the subsequent impacts to schedule and cost addressed as part of an integrated process.  Although the cost and schedule impact to technical aspects is addressed, risk associated with baseline cost and schedule are also addressed within this guide.  The guide consists of a risk assessment technique that was developed from an evaluation of a number of existing and prior program efforts.  The guide is a tailored sequence that will facilitate a specific program risk assessment.  The sequence is a step process with information from one step facilitating or supporting subsequent steps. The guide is formatted to provide the step sequence with each steps’ input, action description and expected output identified in sub-paragraphs. The level of documentation for each input is what changes from program to program and phase to phase. Specific program documentation are cited to support the process, but the process is flexible enough to support the program’s existing level of documentation. 

This risk assessment approach provides a basis for the project manager’s risk management program with traceability to program requirements to support a standard reporting mechanism outside the PMA. Risk is the probability or likelihood that a program requirement (cost-schedule-technical), or goal will not be met as a result of some identified causal factor. All risks are traceable to a program requirement or goal. Goals are included within the risk assessment process because programmatically, if effort and funding is expended to achieve a goal then the risk associated with it must be identified and managed. The consequence of not meeting a requirement or goal is determined by the team independent of the causal factor and is based on the specifics of the project. In other words, the consequence severity of a given event has no relationship to the probability of event occurrence.  The risk assessment process initiates with technical risk identification associated with program requirements and subsequent consequence screening based on the requirements. Likelihood screening for technical factors will then be integrated with cost and schedule data to result in an integrated program risk assessment. Examples of reporting techniques for use outside of the PMA are given to support static and dynamic risk representations as well as mitigation status presentation.

In order to adequately assess risk, it is paramount that the risk identification team understand that a realized risk is no longer a risk, it is a problem or issue. As such it should be dealt with outside the risk management methodology. However, a well executed risk assessment should have anticipated the problem and the resolution path or appropriate cost-performance-schedule tradeoffs to solve the problem would have been pro-actively developed beforehand.  

The process was developed with a vision that it provide the program manager a tool for risk management.  Historically, programs have been structured in a manner that contains a great deal of risk from program initiation. Programs are initiated due to a mission need that requires system performance in excess of an existing system or creates a system with performance capabilities that are new.  Programs typically begin in a state whereby an optimistic/unrealistic schedule is developed in order to achieve a given need date for the new system.  The second dilemma is that budget constraints become a forcing function in cost development.  The result of the aforementioned program constraints will often times cause a situation where the program becomes out of balance as depicted in the following diagram.  The solid blue line indicates that when a program is initiated, performance requirements are optimistic given the schedule and cost constraints.  The dashed red line depicts the usual end state of the program which indicates that performance is typically reduced prior to system deployment due to the constraints.  Ideally, this process could assist a program manager early in a program to identify a performance, cost, and schedule imbalance and correct the imbalance early in the program when costs are lower in order to increase the probability of deploying a product to the fleet which addresses the mission need.









Figure 1: Performance, Cost, and Schedule Program Balance Example

1.3 Definitions

Risk Management:


“ Proactive management technique that identifies critical processes and methodology for controlling their risk to the program”, (Top Eleven Ways to Manage Technical Risk,  OASN (RD&A), 1998).


“Risk Management conducted primarily by assessing contractor critical design, test and production processes; and Earned Value Management System (EVMS) Cost Performance Index/Schedule Performance Index (CPI/SPI) performance to plan against industry best practices and metrics; and programmatic requirements, with the degree of variance determining level of risk”, (Naval Aviation Critical Process Assessment Tool).

Risk Planning:

"The process of developing and documenting an organized, comprehensive, and interactive strategy and methods for identifying and tracking risk areas, developing risk handling plans, performing continuous risk assessments to determine how risks have changed, and assigning adequate resources". (Risk Management Guide For DoD Acquisition, 6 May 1999).

Risk Assessment:

"The process of identifying and analyzing program areas and critical technical process risks to increase the likelihood pf meeting cost, schedule, and performance objectives".(Risk Management Guide For DoD Acquisition, 6 May 1999).

Risk Identification:

"The process of examining the program areas and each critical technical process to identify and document the associated risk".(Risk Management Guide For DoD Acquisition, 6 May 1999).

Risk Analysis:

"The process of examining each identified risk area or process to refine the description of the risk, isolate the cause, and determine the effects.  It includes risk rating and prioritization in which risk events are depicted in terms of their probability of occurrence, severity of consequence (or impacts), and relationship to other risk areas or processes". (Risk Management Guide For DoD Acquisition, 6 May 1999).

Risk: 

“The possibility of suffering loss” (Webster’s dictionary, and Continuous Risk Management, Software Engineering Institute)

“Difference between actual performance of a process and the known best practice for performing that process “,  (Top Eleven Ways to Manage Technical Risk,  OASN (RD&A), 1998).


For our purposes. Risk is the potential loss to critical requirements (cost, schedule, or technical performance).


Probability (of a risk’s occurrence):  


Quantitative measure of a risk’s potential occurrence.


Consequence (of a risk’s occurrence):


Severity of a risk’s occurrence, if realized.


Problem:


A realized risk (not synonymous with risk itself, and managed differently).

1.4 Applicable Documents

This section lists items which were utilized in the development of this guide.


Mandatory Documents


DoD Regulation 5000.2-R , latest

DoDINST 5000.1

SECNAVINST 5000.1


Guidance Documents


DoD Directive 5000.4 Cost Analysis Guidance Procedures

Risk Management Guide for DOD Acquisition, DSMC of May 1999

Continuous Risk Management Guidebook, CMU-SEI, 1996

NAVSO P-3686 Top Eleven Ways to Manage Technical Risk, OASN (RD&A), 1998

NAVSO P-6071, Best Practices

DoD 4245.7-M Transition from Development to Production

Chapter 2: Pilot Program Risk Assessment Process Overview

2.0 Chapter Introduction

The risk assessment process described in this document can be performed with facilitation or can be implemented by the IPT using these guidelines. The overall function of risk management is the responsibility of the Program Manager and the IPT leader as assigned. The risk assessment process, encompassing risk identification and analysis, simply provides a solid base for executing a pro-active and continuous risk management program. This process also provides a basis for standard reporting of program risks outside the Program Manager level. Internal team management, tracking, monitoring, and team reporting are all under the auspices of the cognizant PMA. As such, the process involves the PMA and product team to ensure the efforts support the goals and processes of the product management team.

The risk process can be performed at any time during the acquisition program. The process is the same as presented in the overview below but the level of detail and focus changes with the phase of the program. As a result, this process sequence will always be used but the Process Assessment Tools such as the Naval Aviation Critical Process Assessment Tool (NACPAT), DoD 4245.7-M "Transition From Development To Production Templates",  NAVSO P-3686 "Top Elevn Ways To Manage Risk",  NAVSO P-6071 "Best Practices", and additional factors used to conduct the technical assessment will change with the acquisition phase and availability of more detailed documentation. What is crucial to all phases is the adequacy of the Work Breakdown Structure (WBS) available for evaluation by the team. A comprehensive description of the utility of the WBS in risk identification and analysis is provided in chapter 3 of this handbook. The process overview is presented graphically in Figure 2.







Figure 2 –Pilot Program Risk Assessment Process Overview

2.1 "PMA Interview"

2.1.1 "PMA Interview" Inputs:

The PMA interview is initiated subsequent to a request for risk assessment support from the PMA.  The request then results in a scheduled meeting between the risk assessment expert and the PMA.  In the event that a risk expert is not required for the risk assessment, this element should be initiated between the program manager and the designated lead for risk assessment within the PMA .

2.1.2 "PMA Interview" Description:

The PMA interview is required to identify/acquire program documentation, identify team membership, and assure that the risk assessment expert will address PMA requirements and concerns.  The risk assessment expert/facilitator will conduct an initial interview with the PMA. During this meeting the facilitator will present to the leadership an overview of this process, explaining the function of the facilitator and the expected interactions for successful execution of the assessment. The facilitator will also provideprocess assessment tools such as  the NACPAT, DoD 4245.7-M "Transition from Development to Production", NAVSO P-6071 "Best Practices", and NAVSO P-3686 "Top Eleven Ways to Manage Technical Risk" for review by the program manager.  The program manager will utilize the list to determine which processes are critical for the specific development program.


The facilitator will require the following information during the initial meeting to permit planning of the assessment effort:

· Program Brief – to provide understanding of the acquisition approach.

· Programmatic and Technical requirements document – to determine the traceability aspects and level of detail available for evaluation. Documentation will vary based on the type and level of program. The types of documentation are:

· Operational Requirements Documents (ORD’s)

· Acquisition Program Baseline Agreement (APBA)

· Specifications

· Contracts

· Work Breakdown Structure (Integrated Master Plan and/or schedule)

Note: The requirements embedded within this documentation form the basis for assessment of risks as well as reporting of program level risk

· Current risk assessment/management process-Contractor and/or government organizational processes that exist

· Initial thoughts on critical processes associated with the product under development

· IPT risk assessment point of contact-single POC for risk assessment interactions

· Risk assessment team membership-contractor and government personnel and roles assigned for risk assessment process

· Preliminary risk assessment schedule-what are the PMA’s or teams requirements to complete the effort (support a milestone, personnel availability, etc.)

· Location where risk assessment will be performed (contractors facility, Patuxent River, etc.)

· Funding issues associated with manpower or travel to support the risk assessment effort

· If the program involves software development, the SEI CMM certification level of the developing agency (SEI level of the software development unit)

2.1.3 "PMA Interview" Outputs:

The PMA interview should result in a basic understanding of the process by the PMA.  The PMA interview will provide valuable program information to the risk assessment expert/facilitator that assists in developing a basic understanding of the program, program constraints, PMA expectations, and documentation required for review as input into the next risk assessment process element.  A tentative list of critical processes associated with the product under development will also be supplied.

2.2 "PMA Feedback"

2.2.1 "PMA Feedback" Inputs:

The documentation obtained during the PMA interview has been reviewed and a tentative plan to execute the risk assessment has been developed by the risk assessment expert/facilitator. 

2.2.2 "PMA Feedback" Description:

This process element ensures the approach and expected results will satisfy the PMA’s requirements and will assess the adequacy of the program documentation to support risk identification. The documentation reviewed in the previous process element will be discussed with the PMA to determine the scope of the risk assessment and limitations which will be encountered based on risk assessment team personnel as well as limitations in the available documentation.

2.2.3 "PMA Feedback" Outputs:

· Preliminary risk assessment based on the level of documentation provided. Requirement for additional documentation.

· Utilization of existing risk processes. How the assessment effort will feed existing tracking and monitoring tools or methods. How existing assessment methods will be utilized as additional factors. 

· Recommendations of additional personnel (if necessary) based on the risk assessment team staffing provided.

· Plan of Action and Milestones (POA&M) for risk assessment execution.

· List of critical processes associated with the product under development.

2.3 "IPT Training"

2.3.1 "IPT Training" Inputs:

Completion of the PMA interview and feedback process elements results in a PMA approved POA&M for execution of the risk assessment, and an agreement between the facilitator and the PMA that IPT training is required.  This process element may be omitted if the IPT has received training previously.

2.3.2 "IPT Training" Description:

IPT Training ensures the team is performing the assessment in a repeatable manner with common definitions and understanding of the documentation. It further identifies the expected program reporting requirements based on the high-level requirements documentation. The facilitator will provide training of the assigned risk assessment team. This training will encompass the process defined in this handbook, to include:

· Key Terms and Definitions

· Process Inputs (project specific)

· Process Elements

· Function of each element

· Execution of each element

· Interrelationships

· Process Flow

· Expected Outputs

· Tools

2.3.3 "IPT Training" Outputs:

IPT has obtained sufficient knowledge of the risk assessment process to perform risk assessment as well as risk reporting outside the PMA, e.g.  Program Executive Office.

2.4 "Risk Assessment"

2.4.1 "Risk Assessment" Inputs:

The risk assessment is initiated once the top level requirements, required documents, resources, funding for the efforts, locations and meeting logistics considerations are identified with all issues resolved.  Execution of the meeting can be performed with or without the use of a facilitator.

2.4.2 "Risk Assessment" Description:

The risk assessment is an iterative staged approach that starts with a stand alone assessment of technical items and their consequence, that is the technical risk item is identified and analyzed in the context of the schedule and cost implications to determine the likelihood of occurrence.  Although the assessment initiates with a technical assessment, schedule and cost assessments are also performed with one aspect reviewing the implications of technical risks and another review purely on the merits/reasonableness of cost and schedule development techniques/processes.  Later chapters within this guide identify the detailed methodology which should be used in risk assessment.


Risk has been defined in the acquisition context as:

… the potential loss to critical requirements (cost, schedule, or technical performance).
Risk Management must be performed if funding and effort are being expended to accomplish some end result. The risk is therefore traceable to some requirement, goal or objective and can apply to any of the program categories of cost-schedule-performance.  The basic premise of all risk assessments identified within this guide is based on the aforementioned philosophy.  An understanding of risk traceability is therefore paramount in all applications of this risk assessment process.  The following paragraphs provide a brief synopsis of the definition of risk traceability and the implications within this risk assessment process.

The PMA interview and subsequent feedback will provide agreement as to what are the high-level requirements documents for the project. In a classic acquisition program this would be:


Technical Requirements – Operational Requirements Document (ORD)


Cost, Schedule Requirements – Acquisition Program Baseline Agreement (ABPA)

These documents constitute the product leaders’ contract with DoD management and are available at program initiation. At later stages in the program the Specification, Contract and other more detailed information will be available but these documents are traceable to the ORD and APBA.

In lieu of standard acquisition documentation such as the ORD and APBA, the PMA will provide to the facilitator documents which contain the high level requirements for program cost-schedule-performance. These documents will form the basis for risk watch item identification and reporting.  

These high-level requirements documents form the backbone of requirements traceability.  In other words, if a requirement or work package is not traceable to a high-level requirement, then risk is needlessly induced into the program and therefore must be identified and brought to the program managers' attention.

Risk watch items will be identified for technical requirements based on the analysis method discussed in chapter 3. WBS items associated with attaining each technical requirement, goal or objective will be isolated for evaluation with the analysis tools (NACPAT, DoD 4245.7-M "Transition From Production To Development Templates", NAVSO P-6071 "Best Practices" and NAVSO P-3686 "Top Elevn Ways To Manage Technical Risk"",  and additional factors). Watch items are then traceable to a program technical requirement. Then consequence screening will be accomplished as discussed below and an integrated (with cost and schedule) likelihood will be determined.

Critical Process Screening

This approach is used to identify and analyze program technical risks by assessing the amount of variance between the contractor's design, test and production processes and industry Best Practices.  Success of any risk reduction efforts associated with this technique will depend on the contractor's ability and willingness to make a concerted effort to replace any deficient engineering practices and procedures with industry Best Practices.  One of the primary benefits of this approach is that it addresses pervasive and subtle sources of risk in most DoD acquisition programs and uses fundamental engineering principles and proven procedures to reduce technical risks. The program baseline being used by the contractor should be determined by evaluating actual contractor performance, as opposed to stated policy.  This program baseline should then be compared to a baseline of those industry-wide processes and practices that are critical to the program.  The variances between the two baselines are indications of the technical process risk present in the program.

Likelihood and Consequence Screening
Likelihood and consequence screening are the analysis portion of the assessment on the identified items. This is a frequently used method of identifying risks requiring management and mitigation. A standard likelihood and consequence screening is desired to achieve common reporting. Consequence and likelihood screening are based on the static representation provided through use of the 5X5 risk cube discussed in chapter 6. This snapshot of the risk, the output of the risk assessment can further be utilized for dynamic and mitigation display associated with the overall risk management process. Recommended dynamic and mitigation presentation formats are provided in chapter 6.

Consequence Screening

Consequence screening is accomplished independent of the likelihood. For program requirements (critical technical performance from the ORD and APBA cost-schedule) the consequence of not realizing is a 5 "Unacceptable". As a critical requirement failure to obtain these values results in failure of the program. Changing a requirement may be a mitigation approach, and would require that a full risk assessment be accomplished as a result of the modification of a major program requirement For program goals and objectives the consequence is determined by the team. The consequence of not obtaining is not related to the cause or likelihood. The technical watch items that have been identified are already tied to a requirement based on the identification process. These items are then assessed for likelihood.

Likelihood Screening

Likelihood screening is accomplished in an integrated manner. First an initial assessment is made based on the watch item itself. This likelihood is then evaluated in the context of the cost and schedule. Sufficient cost and schedule may result in the likelihood remaining the same. There may also be sufficient time and funding available to even mitigate the likelihood in the initial plan or there are insufficient funds and schedule available such that the likelihood is assigned a higher value. This is done by analysis of the team. The likelihood for all watch items identified for program requirements are then used to determine the overall likelihood of risk to the requirement. The team would then be able to identify those watch items necessary for risk management to achieve program requirements and develop appropriate mitigation plans and/or metrics. Watch item traceability to program requirements now allows for standard reporting as discussed in the ascending process elements.

2.4.3 "Risk Assessment" Outputs:

A list of risks along with the associated likelihood and consequences are finalized at the conclusion of the risk assessment.  These risks are addressed versus the higher level program requirements.

2.5 "Risk Reporting"

2.5.1 "Risk Reporting" Inputs:

Risk watch items have been identified via the risk assessment process and likelihood and consequences of the identified risks have concurrence from the program team.  Criteria for presentation to management are understood by the program manager and risk assessment team.

2.5.2 "Risk Reporting" Description:

The process is designed to provide a standard reporting method outside the PMA. Internal team monitoring and tracking is still a requirement but is left to the team to manage. External reporting should be as indicated in Chapter 6 of this handbook. The likelihood and consequence values will be reported for the program requirements (cost-schedule-technical performance requirements) outside the PMA level. These are the values that define the teams program and represent the program factors of interest to higher level decision makers. It provides the proper context for the risk management plan for upper level management. This information can be represented in a static (risk cube) form already common to most risk management processes, or in a dynamic form as indicated in chapter 6. Additionally mitigation plans can be presented in the waterfall form for those watch items effecting the reporting risk areas.

2.5.3 "Risk Reporting" Outputs:

Identified risks are reported to upper management in a consistent and understandable form.

Risks must be presented in a clear, concise, and standardized format so that senior personnel responsible for making programmatic and technical decisions are not burdened with large amounts of non-standardized data, yet at the same time have enough information to make programmatic decisions.  The report format should be comprehensive enough to give an overall assessment, be supported by enough technical detail and include recommended corrective actions. In addition, the following provides some basics in reporting or “rolling up” risk data for senior personnel in a position to assist the program in reducing risk: 

· Use of a standard form and format to report risks

· Government and contractor reports should utilize the same form/format and terminology

· Reports should summarize high and moderate risks and recommended actions

· A “watch list,” which tracks risks and mitigation activities should be included as part of the report.  The watch list is normally updated monthly and should include the top ten (or more as applicable) risk items prioritized by exposure and leverage

· Reports should also include, as a minimum
:

· Number of risk items resolved to date

· Number of new risk items since last report

· Number of unresolved risk items

· Unresolved risk items on the critical path

Chapter 3: Technical Risk Assessment

3.0 Chapter Introduction

Technical risk is usually associated with the evolution of a new design to provide a greater level of performance than previously demonstrated, or the same or lesser performance subject to new or more intense constraints.  The nature and causes of technical risks vary from program to program.  Most technical risks evolve as a result of the demand for ever greater performance from new systems and equipment.  The ever present requirement to minimize or maximize physical properties of systems and equipment further adds to the risks associated with higher performance thresholds.  

Although managing risks for all aspects of a program is critical, technical risk is perhaps the most important area of risk consideration because technical risk and the degree to which processes can be controlled, is a significant driver of all other program risks.  This chapter forms the initial step in the risk assessment process which will be incorporated in and included in the schedule and cost risk assessment processes identified in later chapters of this document.

Many of the "ilities" such as operability, producibility, supportability, maintainability, and reliability, must be addressed in systems acquisition.  Each can be viewed as additional design requirements placed on designers attempting to evolve an efficient design capable of the desired performance level.  Each of these design requirements can be a source of technical risk.

The technical risk assessment process identified in this chapter will assist in the identification and evaluation of technical risks associated with system products and processes.  The technical risk assessment process will result in a clear picture of the program technical foundation and will also provide inputs into the schedule and cost risk assessment processes discussed later in this handbook.  The top level depiction of the technical risk assessment process is shown in Figure 3. 












Figure 3: Technical Risk Assessment Process

3.1  "Identify High Level Technical Thresholds "

3.1.1 “Identify High Level Technical Thresholds” Input:

High level program technical thresholds such as those in the Operational Requirements Document (ORD) or APBA as directed by the PMA and/or cognizant product team lead.

3.1.2 "Identify High Level Technical Thresholds " Description:

This process element identifies the technical thresholds, goals and objectives of the product line program. These categories for program effort and funding form the traceability basis for risk assessment. The high level technical performance that will be obtained must be identified as a requirement, goal, or objective. This distinction will permit the team to then determine the consequence associated with item. If it is categorized as a requirement, then the consequence of failure is a classic “5”, "Unacceptable" on the static risk cube. The risk assessment team determines consequences of not obtaining goals and objectives as well. Items identified through the remaining technical assessment will be directly traceable to one of these high level thresholds, goals or objectives. These also form the basis for reporting requirements to management outside the program.

3.1.3  "Identify High Level Technical Thresholds "Output:

Listing of technical thresholds, goals and objectives with associated consequence of failure. 

3.2 "Analogy Review"

3.2.1 "Analogy Review" Input:

Select or develop a BCS (Baseline Comparison System) that very closely approximates the characteristics of the new program/project/system, and uses very similar developmental and acquisition processes. 

3.2.2 "Analogy Review" Description:

Optimally the system engineer and IPT should be involved in performance of this technique.  The system developer could also perform this technique since the developer would, in most cases, posses the most experience with similar systems. This paradigm is most useful to support other primary risk assessment techniques (WBS, process, product risk assessments) when systems engineering, system integration issues, and software development are minimal. It is most applicable to “like” products developed by “like” processes, where like = very, very similar. This technique analyzes similar systems to use lessons learned from similar development efforts.  It is essential that  "like" systems be compared to the system under assessment in a manner than would not lead to erroneous conclusions on the part of the assessment team.

Problems associated with similar systems should be identified and analyzed to determine applicability to the program under assessment.  Problems on similar programs should be treated as potential risks on future programs.

3.2.3 "Analogy Review" Output:

Risks that are derived from lessons learned on similar or like product lines. Provides technical items that need to be evaluated in the context of the program WBS and integrated with cost and schedule risk information to determine risk to high level thresholds.

3.3 "Bottoms Up Work Breakdown Structure (WBS) Review"

3.3.1 "Bottoms Up Work Breakdown Structure (WBS) Review" Input:

· System WBS provided by the Program Manager during the PMA interview stage of this process

· High Level Thresholds

· Risk identified during analogy review

3.3.2 "Bottoms Up Work Breakdown Structure (WBS) Review" Description:

This technique should be performed by a joint industry-government IPT, Program Managers and systems engineers. A WBS displays and defines the product(s) to be developed and/or produced and the related elements of work to be accomplished. The information assessed will be a WBS, which can be used for workload scheduling, Earned Value cost and schedule prediction (prediction of BCWP, BCWS), and for an engineering (bottom-up) estimate of both cost and schedule. As the acquisition progresses through phases, a more detailed WBS should be required to assess risk. For optimum results,  a 5 level WBS is required to fully illuminate risks at phase 2 (EMD) and later. An accurate, credible, executable WBS is an absolute prerequisite to usable cost, schedule, and performance risk assessments. Without a rigorous WBS, programmatic risk assessment is highly problematic, and would undoubtedly yield inconclusive results.

Pre-assessment activities:

Identify and obtain documents containing WBS guidance and format background (MIL-HDBK-881, or commercial equivalent). A source is www.acq.osd.mil/pm/newpolicy/wbs/wbs.html 
This/these documents provide format guidelines for the WBS review.
This step should be performed by the program manager and/or systems engineer. The system architecture should be provided with the WBS (architecture = components, interconnections, and intercommunications; a prerequisite to the WBS).

Disperse the WBS guideline documents and the initial WBS to the risk assessment team prior to the meeting.  It is recommended that the documents be sent for review no fewer than 7 working days prior to the assessment.

Assessment Activities:

This assessment technique is used to identify and analyze risk associated with the products/elements of the systems.  It will also enable visibility into the processes which will be  implemented in the development of the system.  The process element will be utilized along with the ascending process element (Analyze Processes) to completely analyze the work associated with the element as well as the best practice associated with the processes utilized in development of the element.  The "Additional Factors" element of this process will also provide areas of potential risk.

WBS Comprehensiveness/Suitability Assessment Method:

1. Evaluate comprehensiveness of the product WBS. Each top-level task should correspond to a clearly defined activity or product, or both. The acquisition team should be able to evaluate the WBS scope for risk at this level. Deeper levels (levels 2, 3, 4, and 5) may require technical expertise, expert opinions, or industry clarification. Specifically review the product WBS to see that top-level tasks are further decomposed within the lower-level structure. Some industries have internalized this process, and generate top-level WBSs which are sent to the work centers for fleshing out of time and material estimates. These estimates are termed “discrete estimations”, and usually provide sufficient detail to determine risk level.

2.  Technical members of the IPT should review the product system thresholds, goals and objectives identified as discussed above to determine if the WBS addresses those requirements in sufficient detail. As stated previously, the intent of the WBS is to develop a product hierarchy for development of the system and it provides the groundwork for schedule development and cost estimation.  During development  of the WBS,  risk is not usually documented or highlighted.  This assessment will permit the risks associated with each WBS element/work package to be highlighted and reviewed by the entire team. The engineering requirements should be reflected within the WBS. In summary, key elements to review include:

· Content of the WBS:

· Tiered structure (3-to-5 level WBS), at a minimum, for risk evaluation

· Top tiers reflect requirement implementation from System Engineering functional allocation process; hardware and software tasks scoped

· Hardware, software and system integration effort scoped

· Test and evaluation support scoped, if appropriate

· Lower tiers address increasing technical, managerial, process detail

· Effort (Person-Months) and duration (Months) of sub-tasks is consistent with higher-tiered tasks, and consistent with programmatic goals

· Progress estimation is based on past performance

· WBS is capable of technologically and managerially implementing ORD, MNS requirements 

· Redundant tasks  identified

· Critical or key tasks are identified so that major system design drivers are known

· Desired and mandatory requirements are segregated; rate and prioritize risks.

· Review in general to determine if there is a potential for surprises later in the program. Need surprises (risks) to be identified and quantified (cost, schedule, performance)

· WBS which has not been derived from MIL-STD-881B or equivalent implies risk not  identified or bounded (inadequate requirements traceability)

3. Identify WBS elements associated with each identified requirement, goal or objective identified in 3.1, “Identification of High-Level Technical Requirements”.

4. Determine suitability of WBS elements and identify missing elements based on IPT knowledge base.  

5. Identify risks associated with each WBS element based on experience of the assessment team or lessons learned from other programs. As stated previously, the WBS was developed in response to development of a product and did not initially include (in most cases) the corresponding risk associated with each element.  The risk assessment gives the developer a chance to openly discuss risks associated with the system products under development.  Assure each risk is associated with a program high level requirement.  For example, the risk to the high level requirement may be due to advanced technology, too short of a schedule, or limited funds associated with completion of the work task. Identify processes associated with each WBS element.  As each element is assessed, identify those products within the system architecture which are new technology (new developments) for which there are no legacy systems for comparison.

6. Assess processes in conjunction with the next step in the process (Analyze Processes). 

7. Identify risks derived from the "Additional Factors" located in appendix TBD of this document.

8. Review the items to "Watch Out For" associated with each process (Items are listed in NAVSO P-3686 "Top Eleven Ways To Manage Technical Risk" for each critical process). 

3.3.3 "Bottoms Up Work Breakdown Structure (WBS) Review" Output:

· Risks associated with each WBS element identified and documented

· Processes associated with each WBS element identified

· Resolution of risks derived by the analogy review of similar system

· List of "New Technology" Related items

3.4  "Critical Technical Processes Review"

3.4.1  "Critical Technical Processes Review" Input:

· Critical technical processes identified from WBS in previous process elements  

· Critical technical processes identified during PMA interview element of this process

3.4.2  "Critical Technical Processes Review" Description:

The "Analyze Processes" process element refers to a risk identification technique for technical risks associated with contractor's critical processes.  This technique utilizes fundamental engineering principles and proven procedures to identify risks.  This technique is most applicable during the early stages of product development (phases 0 through II). Critical technical process risks are identified by assessing design, test and production processes against industry best practices, with the degree of variance determining the level of risk. These critical processes risks are generally not tailored for individual Work Breakdown Structure (WBS) elements.
The tools which are recommended for this process follow:

Naval Aviation Critical Process Assessment Tool (NACPAT):

The tool captures criteria for risk assessments as well as questions which could assist in evaluating a process against the given criteria. The NACPAT exists for 18 critical process areas. The NAVAIR Critical Process Assessment Tool (NACPAT) is a framework to help IPT members assess risk by functional area within each acquisition phase. See the URL for NACPAT information: http://home.navair.navy.mil/cpat/.

Apply the NACPAT to the critical process areas to determine deviation from "best practices" for the Navy. A list of the critical processes addressed by NACPAT follows:

· Program Management

· System Engineering

· Risk Management

· Quality Assurance

· Manufacturing

· Configuration Management
· Design Engineering

· Survivability

· Safety

· Mass Properties

· Parts,  Materials, Packaging

· Human factors

· T&E

· ILS
· EMI/EMC
NAVSO P-3686 "Top Eleven Ways To Manage Technical Risk"

This document offers a single source of concise explanations and clear descriptions of steps one can take to establish and implement core technical risk management functions.  It contains baseline information, explanations, and best practices that contribute to a well founded technical risk management program – invaluable to program managers overwhelmed by the magnitude of information and guidance available on the broad subject of risk management today.  Each chapter addresses specific technical risk areas.”   

The publication, in PDF format, is available on the ASN(RD&A)ABM homepage at http://www.abm.rda.hq.navy.mil/bprisk.cfm.

DoD 4245.7-M, "Transition from Development to Production"

The DoD guide "Transition From Development To Production" provides a structure for identifying risk in the transition from a program's development to production phases.  The strucure is geared toward development programs but could be used with any acquisition program with modification.  The structure identifies a series of templates for each of the development contractor's critical engineering processes.  The templates include potential areas of risk for each area.
NAVAIR Specific Models


The reliability and maintainability (R&M) branch of the Naval Air Systems Command Systems Engineering Branch has developed a set of questions for use in assessing R&M process risks.  This tool is available from the R&M Branch Head, Andrew Monje (301- 
3.4.3  "Critical Technical Processes Review" Output:
Process risk factors identified for WBS elements that are linked to high level program thresholds.

3.5 "Additional Risk Factors"

3.5.1 "Additional Risk Factors" Input:

During the PMA interview, it may also be determined that the IPT needs additional expertise in a new technology area. For instance, if a nanotechnology system is being developed, a SME with nanotechnology experience should be added to the existing IPT to address these issues particular issues.


· Past Performance of the developer

· Technology

· Architecture

· Design

· Operational Environment including threat

· Systems Engineering

· Maintenance, Logistics, and configuration management

· Program Management

3.5.2 "Additional Risk Factors" Description:

Identify additional factors that might be specific to the product that are not included above and ensure expertise exists to evaluate. Evaluation will be performed on the WBS elements for the additional factors listed above and identified as specific to the product. Each WBS element will be evaluated for the factors and identify if (i.e.) new technology is being used. This evaluation will identify risk factors in these areas that are tied to a WBS element and traceable to a requirement.

3.5.3 "Additional Risk Factors" Output:

Technical risk factors identified for WBS elements that are linked to the high level thresholds.

3.6  "Develop Technical Risk List"

3.6.1 "Develop Technical Risk List" Input:

Technical risks derived from analogy review, WBS, critical technical process, and "Additional Factors" assessments.

3.6.2 "Develop Technical Risk List" Description:

The risk list is a tool  (a concise list) of risk factors. The risk list enumerates (lists) all risks which merit probability screening and are linked through WBS elements to requirement, goal and objective consequences. The risk factors are explicitly traceable to technical thresholds (KPPs or spec). 

3.6.3 "Develop Technical Risk List" Output:

· Technical Risk List of process and technical factors that are linked to program thresholds, goals and objectives via WBS elements

3.7 "Technical Risk Likelihood/Consequence Screening"

3.7.1 "Technical Risk Likelihood/Consequence Screening" Input:

· Technical risk list from previous process element.

3.7.2 "Technical Risk Likelihood/Consequence Screening" Description:

The technical risk list contains factors that are linked to program thresholds, goals and objectives with their associated consequences. This step identifies the likelihood of that risk based solely on the technical merit of the factor. This process requires extreme knowledge and the capability for forethought by the assessment team. Since the likelihood of an event's occurrence is typically intricate to risk identification, this process may be exercised during the risk identification phase, thus permitting integration of risk identification and likelihood screening. As discussed earlier in this document, agreements as to the consequence of not achieving a technical requirement, goal, cost bogie, or other high level requirement identified by the program manager have already been performed.  Potential tables, which would permit probability/consequence screening, are identified below:

Likelihood Screening

Level
Likelihood
Definition

1
Not Likely
Improbable - Unlikely to occur

2
Low Likelihood
Remote - Will not occur due to a primary or proximate action

3
Likely
Occasional - Will be encountered , occur, or appear at irregular or infrequent intervals

4
Highly Likely
Probable - Occurrence is expected with minimal doubt

5
Near Certainty
Frequently - Occurrence is expected and if possible will occur frequently

Note:  Likelihood isaddressed independent of consequence.

Consequence Screening

Level
Technical
Schedule
Cost

1
Minimal or no impact
Minimal or no impact
Minimal or no impact

2
Minor performance shortfall, no impact to high level technical requirement
Additional activities required, able to meet key dates
Budget increase or unit production cost increases <1%

3
Moderate performance shortfall, workarounds available which will eliminate impact to high level technical requirement
Minor schedule slip, no impact to key milestones
Budget increase or unit production cost increases <5%

4
Unacceptable, workarounds available which will eliminate impact to high level technical requirement
Program critical path affected, all schedule float associated with key milestones exhausted
Budget increase or unit production cost increases <10%

5
Unacceptable, no alternatives exist
Cannot achieve key program milestones
Budget increase or unit production cost increases >10%

Note
: All consequences relate to high level thresholds identified by the program manager.  Consequence of not achieving a high level requirement is a maximum consequence rating of "5", "Unacceptable".

3.7.3"Technical Risk Likelihood/Consequence Screening" Output:

Technical risk list with likelihood of risk occurrence determined with associated consequence derived from the link to high level program requirement, goal or objective.

3.8 "Critical Technical Process Screening"

3.8.1 " Critical Technical Process Screening" Input:

Technical risk list from previous process element.

3.8.2 " Critical Technical Process Screening" Description:

The critical technical risk list contains factors that are linked to program requirements, goals and objectives. For each potential risk identified, the question must be asked: “What is the Critical Process Variance from known standards or best practices?”  Looking at the table below, there are five choices (levels) of Critical Process Variance: Minimal, Small, Acceptable, Large, and Significant. 


 “Consequence” is a multifaceted issue.  If there is no adverse Consequence, there is no risk irrespective of the assessed level of Critical Process Variance.  The wording of each level is oriented toward design processes, but it should be applied as well to test processes, production processes, life cycle support, and equipment disposal.  For example, the word “margin” could apply to weight margin during design, safety margin during testing, or machine performance margins during construction/manufacture and subsequent life cycle operation.  Risk Consequence is evaluated by answering the following question: “Given the identified risk is realized, what is the magnitude of the impact of that risk?” Levels of Consequence are labeled 1 through 5.








3.8.3 "Critical Technical Process Screening " Output:

Critical technical process risk list with critical process variance determined with associated consequence derived from the link to high-level program thresholds, goals or objectives.

Chapter 4: Schedule Risk Assessment

4.0 Schedule Risk Introduction

The schedule assessment process provides a means to determine program level schedule risk as a function of risk associated with the various activities that compose the program.  The schedule risks identified in this chapter are based on the technical risks derived during the technical risk assessment process within this handbook, comparison to analogous programs, and utilization of look-up tables for new technology efforts.  The analogous programs provide historical assessments of the estimates provided for the work to be accomplished.  Since new technology efforts provide schedule uncertainty in that the product has never been developed before, look-up tables provide a schedule reasonableness check as the program evolves through development.  The schedule risk assessment process is depicted in Figure 4.










Figure 4: Schedule Risk Process

4.1 "Identify High Level Schedule Requirements"

4.1.1 "Identify High Level Schedule Requirements" Inputs:

· High level schedule requirements from PMA interview

4.1.2 "Identify High Level Schedule Requirements" Description:

In order to trace schedule events to program requirements the high level schedule requirements (e.g. milestones) should be identified.  This process element requires high level documentation to substantiate program schedule events/activities.

4.1.3 "Identify High Level Schedule Requirements" Outputs:

High level schedule requirements

4.2  "Analogy Review"
4.2.1  "Analogy Review" Input:

· BCS (Baseline Comparison System) that very closely approximates the characteristics of the system, subsystems, or components, and uses very similar developmental and acquisition processes. 

· High level schedule related requirements, e.g. milestone dates

4.2.2 "Analogy Review" Description:

Optimally the system engineer and IPT should be involved in performance of this technique.  In most cases, the system developer could also perform this technique since the developer would posses the most experience with similar development efforts. This technique also leverages the lessons learned and expertise of the program team.

Critical path activities will be evaluated against analogous efforts. All activities/tasks will be evaluated for suitable scheduling to support the required effort. Activities may be identified here that have no previously identified technical risk but have schedule risk only. The team must determine the likelihood for schedule only risks at this point as well. Additionally items identified as technical risk shall be evaluated for the schedule impact on the identified risk likelihood (i.e. more than sufficient slack may mitigate the technical risk identified, conversely risk likelihood may increase as a result of insufficient schedule). Utilization of new or COTS technologies will be further evaluated in the next step.

The risk assessment team will assess each of the schedule elements for which there is analogous information available.  Action items may also be assigned for completion of the effort offline in an attempt to obtain the most accurate information available.

4.2.3 "Analogy Review" Output:

· Schedule risks based on comparison to similar system, subsystem, or component developments with likelihood, traceable through critical paths to either a high level technical or schedule consequence

· Technical risk list with likelihood modified by schedule impacts for analogous review

4.3  "Apply Technical Assessment Results"
4.3.1  "Apply Technical Assessment Results" Input:

· Technical risks identified during WBS, process, and "Additional Factors" assessments

· High level schedule related requirements, e.g. milestone dates
4.3.2 "Apply Technical Assessment Results" Description:

The technical assessment results will include risks identified due to insufficient time for completion of an effort. These technical risks have a direct correlation to the schedule risk assessment.  Since there is usually an end product required at a given point in time there is always a development risk.  Obviously, the development risk has a direct correlation to the difficulty of the development as well as the limitations on time for development.  Therefore, for most Navy programs, since there is a product completion or delivery date, there is an associated schedule risk.  If there was not a delivery date and the product had an unlimited development/delivery time, there would be no schedule risk.

The results of the technical risk assessment should be analyzed for inclusion in the overall program schedule risk assessment.

4.3.3 "Apply Technical Assessment Results" Output:

Schedule risks based on technical risk assessment are included in schedule risk assessment.

4.4 "Risk Readiness for New Technology/COTS"

4.4.1 "Risk Readiness for New Technology/COTS" Input:

· "New Technology or COTS equipment identified during WBS assessment

· High level schedule related requirements, e.g. milestone dates
4.4.2 "Risk Readiness for New Technology/COTS" Description:

For new technology and COTS components and devices no analogous program is readily available, consequently with no historical data upon which to evaluate schedule impact to technical risk a "Risk vs. Readiness" approach is used to assess the planned development. 

Determine a point in program for readiness reference. Evaluate identified new technology or COTS risk from tables in appendix A to determine what the readiness state should be and assess against the actual readiness state. Utilize formula in appendix A with table derived values to determine risk due to readiness level and convert as shown to likelihood impact on new technology or COTS risk linked to high level performance requirement.

4.4.3 "Risk Readiness for New Technology/COTS" Output:

Technical risk list with likelihood modified by readiness impacts for new technology and COTS.

4.5 "Document Schedule Risk"

4.5.1 "Document Schedule Risk" Input:

· Schedule risks resulting from execution of previous process elements

4.5.2 "Document Schedule Risk" Description:

Compile a list of schedule risks identified in previous process steps  with traceability to high level schedule and technical requirements. Assure all technical risk list items are evaluated and adjusted for schedule assessment with traceability to high level technical risk.

4.5.3 "Document Schedule Risk" Output:

· Schedule risk list

· Modified technical risk list

Chapter 5: Cost Risk Assessment

5.0 Cost Risk Introduction

The cost risk assessment aggregates cost risk for each of the WBS elements of the program into a total program cost.  The total program cost risk is usually expressed as a cumulative probability distribution of total program cost.  Such distribution can be used to reflect program risk by computing the probability the program can be completed for a specific dollar value or less, and what level of funding would be required to have a given probability of completing the program.  

The cost risk assessment should be performed whenever there is a need to know the probability the program can be completed at various levels of funding.  It is also applicable when there is a need to know what level of funds are required to achieve a specified probability of completing the program at the specified level of funding or less.  This process hinges on sound estimates of the cost uncertainty associated with each WBS element in the program.  When a cost estimate broken out by WBS is available, it is a relatively quick analysis to perform.  The cost risk assessment process is depicted in figure 5 below;





Figure 5: Cost Risk Process

5.1 " Define Scope and Purpose"

5.1.1 "Define Scope and Purpose" Input:

Notes from PMA interview, type of program (ACAT level, new/upgrade acquisition), how cost estimate is to be used (preliminary ROM, risk analysis, baseline, rebaseline, etc.), scope of estimate (life cycle, phased estimate, phase(s)), cost and budgetary requirement documentation (APBA, baseline cost estimate, budget, PM memo, CARD, etc.), analogous programs done by same or other enterprises, and other such information deemed relevant  by the PMA or risk assessment team.

5.1.2 "Define Scope and Purpose" Description:

Cost risk assessment (CRA) is predicated on the results of both the technical assessment and the schedule assessment. That is, the preceding technical risk assessment and schedule risk assessments are themselves analyzed for attendant cost risks. In addition uncertainties in the baseline cost estimate are analyzed for risk.  The detail (and accuracy) of the cost risk assessment will depend on the phase of the acquisition. Obviously, there are fewer details (and less accuracy) at Concept Exploration than at Production and Deployment.

5.1.3 "Define Scope and Purpose" Output:

Top level descriptions of the acquisition effort, scope of the effort, intent of the cost risk assessment, level of effort (detail, accuracy) required in the cost risk assessment (CRA).

5.2 "Identify and Gather Data Required"

5.2.1 "Identify and Gather Data" Input:

The data required for cost risk assessment should include relevant programmatic information (phase coverage, scope and purpose), planning information at a level of detail commensurate with the current acquisition phase (MNS, ORD, APBA, CARD, concept exploration studies, WBS, activity network(s), work package listings, parametric and bottom-up cost models, etc), financial constraints (budgetary, management reserve), and any relevant data on historical analogous program costs. 

In addition to this programmatic data, the IPT should already have the technical and schedule risk assessment results, which will be used as input to the cost risk assessment.

5.2.2 "Identify and Gather Data" Description:

The source data for subsequent steps of cost risk assessment is identified, and gathered.

Typical assessment questions

Is a cost (or budget) not-to-exceed value for this acquisition available? Is it documented? Is the audit trail for it available, or is it a note taken during the PM interview (this could mean trouble ahead)?

Is the phasing of funds appropriate for the planned program execution?

Is the data (or documentation) at hand sufficient to analyze and assess the cost risk for this acquisition, for this phase?  If previous cost analysis work has been done on this program, is its accuracy sufficient to use as a baseline for this current effort?

If in the PDRR (or System Development and Demonstration) phase, or subsequent phases; does an accurate credible WBS exist? Is it derived from MIL-HDBK-881B? Has it resulted in an activity network, and an accurate, credible Work Package set? Can costs be discretely estimated and risks assessed based on this WP set?

Have previous parametric cost models been run on this effort? Is their standard deviation and CV reasonable? Does an engineering estimate (bottom up) exist? Do these estimates correlate reasonably?

Does the programmatic data provide sufficient detail to allow accurate assessments of cost risk?

5.2.3 "Identify and Gather Data" Output:

The source data for this cost risk assessment and integrated risk assessment.

5.3 "Determine Potential Cost Risk Methodologies"

5.3.1 "Determine Potential Cost Risk Methodologies" Input:

The level of accuracy (detail) required for the CRA is determined by 

acquisition phase (more coarse-grained for earlier phases as determined in 5.1, “Definition of Scope and Purpose”), and 

availability of source data identified in 5.2, “Identification and Gathering of Data”.  

 The level of accuracy will influence selection of a cost risk technique.  The Monte Carlo technique has been shown to produce fairly accurate estimates in less time than other techniques.

5.3.2 "Determine Potential Cost Risk Methodologies" Description:

The various cost risk methodologies include analogous program comparison, subject matter expert reviews, Monte Carlo simulations, and a host of other statistical analysis techniques. A methodology should be chosen prudently, based on available data and PM requirements. 

Typical assessment questions

Does sufficient data exist to perform the cost risk assessment for this acquisition phase? For the life cycle?

Do the required tools exist for the analyses? Is the skillset available for data and statistical analyses?  Is the analyst conversant and articulate in statistical procedures?

If in earlier acquisition phases, can the cost be bounded within budget? Does the documentation show an engineering estimate similar in value to the parametric estimate?

If in the PDRR (or System Development and Demonstration) phase, or subsequent phases, does the documentation support an accurate, credible engineering estimate? 

Does the acquisition have a historical precedent, within the same supplier organization? Are there EVMS data available to substantiate the cost estimates?

Do subject matter experts exist to provide an analogy review of the cost estimates? What are the weaknesses (bias, selective memory, etc.) in their analyses?

Will  the provisional cost estimation methodology support the PM’s goals? Is he or she aware of the cost estimation limitations?

Is this a risk averse (CAIV) acquisition? What is the risk of the cost estimate?

Can the technical and schedule risk assessments be mapped to the baseline cost estimate?  Are the WBS’s consistent?

5.3.3 "Determine Potential Cost Risk Methodologies" Output:

The cost risk methodologies to be used for CRA.

5.4  "Data Research and Analysis"

5.4.1 "Data Research and Analysis" Input:
Data identified in 5.2, “Identification and Gathering of Data”, will be collected and analyzed in this step.  These data include: technical description, programmatic information, baseline cost estimate and methodologies.  In addition, an appropriate model is needed. 
5.4.2 "Data Research and Analysis" Description:

The data are analyzed for applicability and relevance to CRA scope and goals. If sufficient data was not collected earlier, it should be researched and requested at this step. Usually, the baseline cost estimate will include a statistical picture of cost risk, often generated by a tool (ACEIT, Crystal Ball, @ Risk, etc.).  As the acquisition progresses, more fine-grained analyses are possible.

Typical assessment questions

Are you comfortable that with the data available, the scope of the assessment as determined during PM Interview may be met? Do you require still more data for the CRA?

Is there sufficient domain expertise available to unambiguously determine data sufficiency and realistically assess cost risk?

Is there anything lacking in either the technical assessment  or schedule assessment inputs? How does this impact the cost risk assessment?

 Can the technical and schedule assessments be mapped to the cost elements in the cost estimate?

5.4.3 "Data Research and Analysis" Output:

The required data for the methodology (or methodologies) of conducting your cost risk analyses.   

5.5  "Accomplish Cost Risk Estimate and Crosschecks"

5.5.1 "Accomplish Cost Risk Estimate and Crosschecks" Input:

The chosen methodologies from 5.3, “Determination of Potential Cost Risk Methodologies, and the data collected in 5.2 (“Identification and Gathering of Data”)  and 5.4 (“Data Research and Analysis”).

5.5.2 "Accomplish Cost Risk Estimate and Crosschecks" Description:

The methodologies have been chosen; the data required has been identified and collected. The schedule and technical assessments are complete, and now the CRA must be made based on these three sets of inputs. The various tools mentioned above (Steps 5.3 and 5.4; see above paragraphs) are helpful in the cost risk estimation process. 

 After the baseline cost estimate is complete, and the technical/schedule assessments made, the probability and consequence of the cost risk must be assessed. Consequence of a risk has been described earlier (if the risk is against an ORD requirement, its consequence is a 5). The likelihood of a risk may be quantitatively judged the following tables:

Cost risk is the quantification of cost estimate, uncertainty and technical and schedule challenges.

5.5.3 "Accomplish Cost Risk Estimate and Crosschecks" Output:

The cost estimate, with its attendant schedule-driven and technology-driven risks, and the confidence limits of the cost estimate. 

5.6  "Review Estimate with Risk and Present"

5.6.1 "Review Estimate with Risk and Present" Input:

Cost estimate, with risk bounds (CRA).

5.6.2 "Review Estimate with Risk and Present" Description:

The cost  risk analysis is reviewed by the IPT, refined, and presented to management.

5.6.3 "Review Estimate with Risk and Present" Output:

Refined cost estimate with risk.

5.7  "Document Cost Risk Estimate and Perform Integrated Assessment with TA and SA"

5.7.1 "Document Cost Risk Estimate and Perform Integrated Assessment with TA and SA" Input:

TRA, SRA, CRA, and programmatic goals from 5.1, “Definition of Scope and Purpose”).

5.7.2 "Document Cost Risk Estimate and Perform Integrated Assessment with TA and SA" Description:

The TRA/SRA/CRA are all judged together. Various programmatic, external issues may drive the relative risk weighting. For example, if the acquisition is a CAIV (cost as an independent variable), then either schedule or technical issues may have to yield a management decision. Similarly, if the acquisition is schedule driven, then either technical issues or cost must yield (since schedule is fixed). This, similarly, is a management decision. The task of the risk assessment team, at this point, is to root these issues out, and prepare to present the risk interdependencies to management for decision.

Typical assessment questions

How may technical risk (or schedule risk) be traded off for cost risk? Is this feasible, for this program?

How may technical risk and schedule risk be traded off for cost risk? Is this feasible, for this program?

Is this acquisition CAIV driven (cost predominates)? Is it SAIV (schedule is most important)? Is it both CAIV and SAIV? What can yield?

How may these intricate risk interdependencies be best articulated to management?

Given that the IPT is aware of the PM’s goals (from the earlier PM Interview), what is the recommendation to management? 

5.7.3 "Document Cost Risk Estimate and Perform Integrated Assessment with TA and SA" Output

Integrated Risk Assessment and presentation to management.

 Chapter 6:  Risk Reporting

6.0 Risk Reporting Introduction

Reports are used to convey information to decision makers and program team members on the status of risk and the effectiveness of risk handling techniques.  Risk related reports can be presented in a variety of ways, ranging from informal verbal reports to formal summary type reports presented at milestone reviews.  The level of detail presented will most assuredly depend on the audience.  The focus of this chapter is to provide standard reporting format and ground-rules for information included in risk reporting above the PMA level.  This reporting scheme is mainly targeted for the Program Executive Office (PEO) level.

Risk analysis and reporting is best understood in the context of time. To analyze the risk and risk trend, we need to know what the risk was yesterday, what the risk is today, and what the risk is expected to be tomorrow.

The static risk chart shows what the current risk level is “Today”. The dynamic risk chart shows the risk’s trend “Yesterday”. The risk mitigation chart shows the risk mitigation plan “Tomorrow”.  Using these three graphical methods together will provide the IPT, PMA, and ultimately the PEO a better depiction of risk magnitude, risk trend, and risk management effectiveness.  The reporting process is shown in figure 6.







Figure 6 - Risk Reporting Process

6.1 "High Level Risk Depiction"
6.1.1 "High Level Risk Depiction" Inputs:

· High level program requirements

· Technical, schedule, and cost risk assessment results

6.1.2 "High Level Risk Depiction" Description:

High level risk depiction (also referred to as "bubble chart") serves to focus the management official's attention towards areas that require management attention or focus.  The high level depiction serves as a focus point whereby items associated with technical, schedule, and cost risks that are not likely will not be addressed while it also provides a segue for the ascending, more detailed, risk reporting steps for areas of high risk that may require program management action or increased oversight. The "High Level Risk Depiction" Model is given in figure 7. 

The high level risk depiction should display only the aggregated risk to high level requirements obtained from the program manager.  It is important to note that the high level risk depiction is driven by the worst case risk associated with any of the technical, schedule, or cost high level requirements, e.g. if a single KPP is a high risk then the high level risk depiction for performance should be presented as "high".  The presentation should use colors such as red (high risk), yellow (moderate risk), or green (low risk).  It should be noted that the integrated nature of risks should not yield a high level risk depiction with a single "high" risk.  The basic premise is that if a technical risk is determined to be high, an important portion of that risk would be a limitation in schedule or funding.  The same philosophy would apply in reverse from the perspective of cost and schedule risk.


Figure 7 High Level Risk Depiction Model

6.1.3 "High Level Risk Depiction" Output:

Depiction in accordance with the aforementioned format which addresses high level requirements. 

6.2 "Static Risk Reporting"
6.2.1 "Static Risk Reporting" Inputs:

· High level program requirements

· Technical, schedule, and cost risk assessment results

6.2.2 "Static Risk Reporting" Description:

Static risk reporting will provide a depiction of present risk status.  The reporting scheme is based on that used by PMA-265 and incorporates a low (green), moderate (yellow), and high (red) risk color scheme by plotting risk likelihood and consequence on a 5x5 cube presentation.  The reporting scheme provides a "Quick Look" review of items of interest or that may require further management attention/oversight.  The "Static Risk Reporting" Model is given in figure 8. 

The static risk depiction should display only the risk to high level requirements obtained from the program manager.  Information to support the risk to high level requirements can be presented on separate reports or explained on separate viewgraphs. 

Static Risk Reporting Model




Figure 
8: Static Risk Reporting Model

Note 1: Insert: >(APBA Objective +0.66 (APBA Threshold - APBAObjective))

Note 2: Insert: >(APBA Objective +0.33 (APBA Threshold - APBAObjective)) and <(APBA Objective +0.66 (APBA Threshold - APBAObjective))

Note 3:Insert: >APBA Objective +0.25 (APBA Threshold - APBAObjective)) and <(APBA Objective +0.50 (APBA Threshold - APBAObjective))

Note 4: Insert: >APBA Threshold 

6.2.3 "Static Risk Reporting" Output:

· Depiction in accordance with the aforementioned format which addresses high level requirements.   Example depiction follows;






6.3 "Dynamic Risk Reporting"

6.3.1 "Dynamic Risk Reporting" Input:

· Previous static risk information

· Current static risk reports

6.3.2 "Dynamic Risk Reporting" Description:

Dynamic risk reporting will provide a depiction of present and past risk status.  The report provides a historical trend perspective of risks for management.  The report provides the evolution of a risk.

The dynamic risk report should be developed with consequence and likelihood on the x and y axis respectively.  The dynamic risk report should display only the risk to high level requirements obtained from the program manager. Each data point on the dynamic risk chart represents the information in one risk cube from previous or present static risk reports. Each dynamic risk chart can depict about 5 risks, without becoming too cluttered. Although it is recommended that no more than 5 historical points are included, it would be reasonable to include more data points due to specific requests from management. Note that KPPs always have a consequence (of non-attainment) of "5", unacceptable". Information to support the risk to high level requirements can be presented on separate reports or explained on separate viewgraphs. 

6.3.3 "Dynamic Risk Reporting" Output:

Report depicting historical trend of risks.  The following example depicts that likelihood can be changed for high level program requirements while the consequence of failure remains the same.  The depiction also indicates how goals can be handled differently for reporting purposes.  Example report follows;




6.4 "Program Risk Mitigation Waterfall Chart"

6.4.1 "Program Risk Mitigation Waterfall Chart" Inputs:

· Risk mitigation activities

· Risk mitigation activity schedule

· Program Milestone dates

6.4.2 "Program Risk Mitigation Waterfall Chart" Description:

Managers not only need to know risks but also need to know plans for risk likelihood reduction and the status of those plans.  The risk mitigation waterfall chart is designed to provide that communication.  Simply identifying risk is not an end result but ultimately implementing activities (if required) to reduce the probability of occurrence is also advisable.  

The risk mitigation waterfall chart should be developed with time (including FYs, CYs, or milestone reviews as appropriate) and risk likelihood on the x and y axis respectively.  The risk mitigation activities should then be depicted on the chart via bars which are colored to represent activities completed and white representing activities yet to be accomplished. The mitigation planning chart is a waterfall depiction of the activities which compose the plan to mitigate the unacceptable risks (details in risk mitigation plan), and the expected result (risk lowering). One mitigation chart per risk is necessary. Note that for KPPs, you may only mitigate likelihood (not consequence). 

6.4.3 "Program Risk Mitigation Waterfall Chart" Output:

· Risk mitigation plan depicting likelihood reduction via planned/executed activities, example report follows;


Appendix A

Risk vs. Readiness

Risk versus readiness is utilized when no analogous review can be conducted due to the nature of the technology, effort or experience level of the developer. Risk versus readiness allows the risk assessor to evaluate the technology or effort in the context of where the program needs to be in relation to where the program is. This is a monitoring assessment technique tied to program milestones that will identify when mitigation needs to be performed by the risk manager.

The risk versus readiness approach is based on identification of where the program should be (based on milestones) and a table lookup of the technical status, both real and required. Deltas in the snapshot status and the program milestone required status are realized as a schedule risk modifier to the technical risk. This applies to both the development of new technology to support requirements as well a utilization of Commercial off-the-shelf (COTS) components. The COTS aspect utilizes a graduation from state of the art to true in-service availability and environmentally qualified.

This is a systematic approach to identify, assess and control the schedule impacts to technical readiness and risk issues of the acquisition process. Assessments of readiness and risk by program experts are combined in a mathematical value representing a percent readiness for new or COTS technology elements. The current status of these elements are evaluated with respect to their readiness to meet the acquisition phases shown in figure 1.
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Figure 1 Acquisition Phase Readiness


The phases and the number line associated with Figure 1 can be utilized with the following table data to evaluate the schedule impact (or readiness aspect) of the technical risks elements identified by the risk assessment/management team. The elements can be evaluated utilizing the following factors for identification and assessment of readiness. 


Comparison of current state to program success criteria

· Technology

· Design Maturity

· Manufacturing

The readiness level value for where you should be is derived from the number line and acquisition phase in figure 1. The current state is selected from the appropriate readiness table. Risk criteria tables are included that address not only schedule, but technical and cost evaluation criteria. The technical evaluation criteria can be utilized to validate the technical evaluation determined likelihood and the cost is included for information purposes only at this time.

The current state is derived from the following tables. The technical state modifiers are selected from the readiness table based on the current state and a nominal risk value for calculation purposes is selected from the appropriate risk table.

Readiness
Technology Evaluation Criteria
Level Value

V-Low
· Conceptual Principle
0

Low
· Basic Principle Observed and Reported
1

Low
· Conceptual Design Formulated
2

Low
· Concept Tested Analytically or Experimentally
3

Medium
· Critical function or Characteristic Demonstrated
4

Medium
· Component or Breadboard Tested in Relevant Environment
5

High
· Prototype or Engineering Model Tested in Relevant Environment
6

High
· Engineering Model Tested in Actual Environment
7

V-high
· Operational Deployment
8

Risk
Technology Risk Evaluation Criteria
Level Value

Low
· Technology has been used on other systems

· Alternatives and other workarounds are available

· Parallel Development Programs are Possible

· Critical Path and Downstream Milestones not affected
1

Medium
· Technology exists but has not been in a system

· Alternatives and workarounds are possible but not developed

· Resources and schedule for parallel development are marginal

· Critical path and downstream milestones affected

· Subelement slip requires workaround
1.5

High
· Technology must be developed

· Alternatives and workarounds do not exist

· Parallel development programs not possible

· Significant critical path impact, serious impact to milestones
2

Readiness
Design Maturity Evaluation Criteria
Level Value

V-Low
· Design Undocumented
0

Low
· Design Formulated at Conceptual Level
1

Low
· Mass Properties, Aero Data and Design Traceable to Requirements
2

Low
· PDR Suitable Design
3

Medium
· Engineering Mock-Up Constructed
4

Medium
· Brassboard Full-Scale Engineering Model
5

High
· Prototype Design Flown
6

High
· Engineering Model Tested in Actual Environment, Qual Complete
7

V-high
· LRIP Produced and Flown
8

Risk
Design Maturity Risk 

Evaluation Criteria
Level Value

Low
· Similar design flown at or beyond conditions for proposed design

· Design techniques required within proven theory and practice for all major components and subcomponents

· Engineering design and safety margins realizable without compromising operational performance

· Critical path and downstream milestones not affected
1

Medium
· State of the art design techniques required

· Engineering design and safety margins relaxed to prevent compromise of operational performance

· Design manageable without fully integrated CAD/CAM

· Critical path and downstream milestones affected

· Subelement slip requires workaround
1.5

High
· Test confirmation not possible with available facilities

· Integrated CAD/CAM required for design complexity

· Simulation experience or supporting data bases do not span the design operating conditions

· Significant critical path impact, serious impact to milestones
2

Readiness
Manufacturing Evaluation Criteria
Level Value

V-Low
· Manufacturing Concepts
0

Low
· Early Materials Trade Studies and Requirements Analyzed
1

Low
· Definition and Process Development Complete
2

Low
· Pilot Product Demonstrated
3

Medium
· Manufacturing Flows, Producibility, Process Capability Analyzed
4

Medium
· Production Facility Designed
5

High
· LRIP
6

High
· Multiple Production Facilities in Operation
7

V-high
· Surge and Mobilization Capability Exists
8

Risk
Manufacturing Risk 

Evaluation Criteria
Level Value

Low
· Current production facilities in operation and operating below capacity

· Trained manpower available, supply exceeds demand

· Materials/Components available

· Critical Path and Downstream Milestones not affected
1

Medium
· New facilities required to meet demand, capital investment available

· Trained manpower in short supply

·  Materials/components in short supply

· Critical path and downstream milestones affected

· Subelement slip requires workaround
1.5

High
· Pilot production has not been demonstrated, demand justifies capital investment required

· Trained manpower not available, must train new personnel

· Materials/components not available, must find new supply

· Significant critical path impact, serious impact to milestones
2

The values for:

Required – from number line evaluation of program requirement

Current – derived from table of  actual state

Risk – derived from table based on actual state

Are then entered into the following formula for calculation:


The calculated value will be between 1.0 and –1.0. A negative value represents a high risk. Other values can be converted to the five likelihood blocks of the standard risk cube as follows.

Risk/Readiness Calculation
Risk Cube Likelihood

0.0 –0.20
5

0.21-0.40
4

0.41-0.60
3

0.61-0.80
2

0.81-1.00
1

In this way the schedule (current and actual) for non-analogous development can have the identified technical risk evaluated for the readiness state.
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